MSIT 458 Homework 8

Notes:

1. To be done by each group.



2. Please do not give a simple yes/no as results to some of the questions.  Briefly explain why and how you obtain that result.
1. Lean how to use an online password cracking program called Hydra.  Running off of a word list, Hydra speeds up the process of cracking weak password by running multiple instances of the attack against a specified service (e.g. SSH, which defaults to 16 simultaneous threads). Word lists form the backbone of this attack and can be found all over the internet. For this homework, you can use a short wordlist from the Openwall wordlists collection. 
Your task is to use hydra to crack an account (username: guy) with a weak password at netsec-demos.cs.northwestern.edu. Use nmap to figure out services on this machine for cracking.  Note that you may need to limit the parallel tasks to be no more than four or it'll be overloaded.   Below is a sample results from a Linux machine. 


Hydra v5.4 (c) 2006 by van Hauser / THC - use allowed only for legal purposes. 
Hydra (http://www.thc.org) starting at 2010-02-12 21:02:03 
[DATA] 4 tasks, 1 servers, 27424 login tries (l:1/p:27424), ~6856 tries per task 
[DATA] attacking service xxx on port xxx 
[xx][xxx] host: 165.124.184.193 login: guy password: yyy 
[STATUS] attack finished for netsec-demos.cs.northwestern.edu (waiting for childs to finish)
Hydra (http://www.thc.org) finished at 2010-02-12 21:02:22
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