MSIT 458 

Homework 2
Group Name: 

1. Assume a client machine authenticates a user to a remote server over a clear text channel.  The following table refers to three authentication methods.  Write yes/no in the following table cells.  

	
	Vulnerable to network sniffing
	Vulnerable to dictionary attacks
	Client can change his secret in case of a compromise

	Plaintext passwords
	
	
	

	Plaintext biometrics
	
	N/A
	

	Challenge response with user secret on smartcard
	
	
	Yes


2.  KPS problem 9-2

3. Why do we need two-step authentication in Kerberos?  What about if there is no TGS, but to have KDC issue the service ticket?

Page 1 of 1

