MSIT 458 

Homework 5
Group Name: 

1. SYN flooding attacks are the most common type of DoS attacks.  The most efficient way is to detect it at edge routers.  We discuss some metrics for such efficient detection in the class.  Assume the victim is inside your network.  To detect it at ingress interfaces, you can use ______.  To detect at egress interfaces, you can use ______.  If you can detect at both ingress and egress interfaces, you can use _______.   Please also explain briefly why.

Note:  Ignore RST effects in this question.  SYN-SYN/ACK means the counter records the number of SYN packets minus the number of SYN/ACK packets.

A) SYN – SYN/ACK

B) SYN – FIN

C) SYN/ACK – FIN

D) None of the above

2. KPS 25-8
3. Study the Cross Site Request Forgery (XSRF) yourself.  What are the main differences between Cross Site Scripting (XSS) and XSRF?

4. For those who have high vulnerabilities found in their homework 3, please fix as much as you can, and send me another nessus scan report with updated results. In your report, please give a list of original high vulnerabilities and be specific on which one(s) you have fixed. 
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