
MSIT 458 

Malware Homework
Group Name: 

1. What is the traditional difference between viruses and worms?   What is the key difference between worms and botnets?
2. The Internet is, slowly, transitioning from the version of the TCP/IP protocol suite currently in use IPv4 to a new version, IPv6. Unlike IPv4 IP addresses, which are 32 bits long (e.g., 192.168.10.1), IPv6 IP addresses are 128 bits long (e.g., 2001:1890:1112:0001:0000:0000:0000:0020).

a.
Consider random-scanning Internet worms. These worms spread by choosing a random IP address, connecting to any host answering to that address, and attempting to infect it. Is the random-scanning strategy feasible if the Internet switches from IPv4 to IPv6? Why or why not?  
b.
On the IPv6 Internet, try to give three different ways that a worm, executing on a compromised computer, can discover IP addresses of other hosts to try to infect.

3. Propose two orthogonal methods to improve the resilience of traditional centralized IRC based command and control system for botnets.   That is, each method can be used individually and can also be applied together.  Briefly explain why each of the methods has better resilience.

4. Practice Nessus

Install nessus as discussed in class.  Then use nessus to scan your home network (or other network appropriate) and report the vulnerabilities discovered.   You can use the standard policy defined in Nessus 4.2 or modify the policies are you like.   Everyone should try this and may get different output from their own machines. So I expect this group exercises will have reports from every one (i.e., 4 to 5 reports depending on the size of the group).   
There are two parts for the submission:
1. Please include a cover page with the group name.   Then for each member, the amount of vulnerabilities found in three categories: high, medium and low.  Here is an example. 

John Smith 
Number of vulnerabilities 
Open ports : 21 
High : 0 
Medium : 4 
Low : 44

2. For each member, you should have a summary page from the Nessus scan results which show the list of vulnerabilities found.  Please submit that page as a pdf or html file. You don't need to output the detailed report from Nessus.    
Please concatenate all the results into one file for submission if possible.
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