
MSIT 458 Homework 5
Due back:
April 30, 11:59pm, 2009 (by submission timestamp).

Submission: 
Electronic submission to ychen@northwestern.edu
Notes:

1. To be done by each group.



2. Please do not give a simple yes/no as results to some of the questions.  Briefly explain why and how you obtain that result.

1. Given a web server in an enterprise networks, when detecting with network traffic on routers/gateways, what metrics below can be used to differentiate a DDoS SYN flooding attack and a scan attack towards the web server?  For both cases, there is a large amount of TCP SYN packets towards the web server.
1) Source IPs

2) Source ports

3) Destination ports

4) # of SYN – SYN/ACK

5) # of SYN – ACK

6) # of SYN/ACK – ACK

2. KPS problem 25-8.  
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