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Introduction and Terminology
· Mobility is the ability of a node to change its point of attachment from one link to another while maintaining all existing communications and using the same IP address at its new link.

· A nomadic node is the one which must terminate all existing communications before changing its point of attachment, but then can initiate new connections with a new address once it reaches its new location.

· The node nomadicity may be addressed using Dynamic Host Configuration Protocol.

(a) However, complete mobility is desired in applications like remote printing, remote login and file transfers.

· Tunneling : A tunnel is the path followed by a first packet while it is encapsulated within the payload portion of a second packet.
· A home link is the link on which a specific node should be located, i.e. the link which has been assigned the same network prefix as the node’s IP address. 

· A foreign link is any link other than a node’s home link, i.e. any link whose network prefix differs from that of the node’s IP address.

· Home Agent – a router with an interface on the mobile node’s home link which :

(a) the mobile node keeps informed of its current location, as represented by its care-of-address, as the mobile node moves from link to link,

(b) in some cases, advertises reachability to the network-prefix of the mobile node’s home address, thereby attracting IP packets that are destined to the mobile node’s home address, and

(c) intercepts packets destined to the mobile node’s home address and tunnels them to the mobile node’s current location, i.e. to the care-of-address.

· Foreign Agent – a router on a mobile node’s foreign link which :

(a) assist the mobile node in informing its home agent of its current care-of-address,

(b) in some cases, provides a care-of-address and de-tunnels packets for the mobile node that have been tunneled by its home agent, and

· serves as a default router for packets generated by the mobile node while connected to this foreign link.

· Care-of-address – an address used temporarily by a mobile node as a tunnel exit-point when the mobile node is connected to a foreign link.

· Mobile IP – a scalable, robust and secure protocol for providing node mobility in the internet. Mobile IP is the standard for Internet mobility and is defined in RFCs 2002-2006. 

Requirements for Mobile IP :

(a) A mobile node must be able to communicate with other nodes after changing its link-layer point-of-attachment to the Internet.

(b) A mobile node must be able to communicate using only its home (permanent) IP address, regardless of its current link-layer point-of-attachment.

(c) A mobile node must be able to communicate with other computers that do not implement the Mobile IP mobility functions.

(b) A mobile node must not be exposed to any new security threats over and above those to which any fixed node on the Internet is exposed.

Classical Solutions & Problems thereof

(c) Why not host specific routes instead of network specific routes ?
(d) Host specific routes must be propagated to all nodes along the path between a mobile node’s home link and foreign link.

(e) In the worst case all of these routes must be updated whenever the node moves. 

(f) We expect millions of mobile nodes in the coming years. Thus, we must multiply the number of host-specific routes suggested by first two items by a million-or-so.
(g) Unless host-specific routes are propagated to a much larger set of routers than the minimal set described in the first item above, then the Internet’s ability to route around isolated node and link failures is negated by host-specific routing.

1. Changing the Node’s IP address does not provide a solution to node mobility, though it can be a useful solution to node nomadicity. Nomadicity, however, makes it next to impossible for another node to initiate contact with nomadic node, because the first node can never be sure at what IP address the nomadic node can be reached.
(a) Implementation Details
· Agent Discovery – the process by which a mobile node :

(a) determines whether it is currently connected to its home link or a foreign link,

(b) detects whether it has moved from one link to another, and

(c) obtains a care-of-address when connected to a foreign link.

· Agent Discovery consists of two simple messages :

(b) Agent Advertisements – are used by agents (home, foreign or both) to announce their capabilities to mobile nodes. Specifically, Agent Advertisements are periodically transmitted as multicasts or broadcasts to each link on which a node is configured to perform as a home agent, foreign agent or both. This allows a mobile node that is connected to such link to determine whether any agents are present and, if so, their respective identities (IP addresses) and capabilities

(c) Agent Solicitations – are sent by mobile nodes that do not have the patience to wait around for the next periodic transmission of an agent advertisement. Its sole purpose, then, is to force any agents on the link to immediately transmit an Agent Advertisement. This is useful in those situations where the frequency at which agents are transmitting is too low for a mobile node that is moving rapidly from link to link.

· Registration – A mobile node registers whenever it detects that its point of attachment to the network has changed from one link to another.

· Mobile IP Registration is the process by which a mobile node :

(a) requests routing services from a foreign agent on a foreign link,

(b) informs its home agent of its current care-of-address,

(c) renews a registration which is due to expire, and

(d) deregisters when it returns to its home link.

(a) There are two ways by which mobile nodes can determine that they have moved from one link to another :

(b) Move-detection using lifetimes – if a mobile node is registered with a foreign agent, and fails to hear an advertisement from that agent within the specified Lifetime, it would be wise to register with the next foreign agent from which it receives an Agent Advertisement and to send an Agent Solicitation if no such advertisement is forthcoming.

· Move-detection using network prefixes – when a mobile node receives an Agent Advertisement from a second foreign agent, it must determine if it received the two advertisements on the same or different links. If only they were received on different links, the mobile node is supposed to have changed location and should register with a foreign agent on the new link.  

Mobile IP at 10,000 Foot Level

· Mobile IP Design Philosophy

· Type Field, Length Field, Data Field

· One Byte Padding Extension

· Agent Advertisement Message

· Implementations of ICMP Router Discovery are supposed to ignore received advertisements whose code field is nothing but zero.

· Prefix Length Extension is used by the Move – Detection Algorithm

· Registration

· Subtle Capabilities of Registration

· Have Multiple, Simultaneous CoA Registered with its home agent

· Deregisters a specific CoA while retaining others.

· Dynamically ascertain the address of a potential home agent, if the mobile node has no prior knowledge of its home agent(s).

Registration Continued…

· Bindings – Mappings from IP address into the Mobile node’s current CoA. Therefore, we say that the primary purpose of registration is to create modify or delete the mobile node’s binding entry(s) at its home agent

· Mobile IP Fields – Type Field identifies the message as either registration request or registration reply (1,3). The S bit is set to 1 in the registration request to ask that its home agent creates or deletes a binding for the specified CoA. The B,D,M,G,V bits have more to do with routing than with registration. B for broadcast, D for De-capsulation, M for Minimal Encapsulation and G for Generic Routing Encapsulation, V for VJ Header Compression.

· The code field – in the registration reply tells the mobile node whether its attempted registration is accepted or rejected.

· Lifetime – Set to zero for deregistration

· Identification – Unique for a message and provides security.

FAQ

· What if the mobile node is ping-ponging back and forth between wireless cells?

· Link Layer Solution – involves making the cells of a wireless network form a few a large links each containing many cells. The use of bridges in this way prevents every change of cell from likewise being a change of link, and therefore, requiring a new mobile IP registration. Motorola’s iDEN is an example of this.

· Simultaneous Bindings – Recall that the S bit in the registration request, if set to 1 – indicates to the home agent that the mobile node wishes to create a binding for the specified CoA, but wishes to leave all existing binding unmodified.

2. How does Gratuitous and Proxy ARPs to help home agent intercept packets?

· How does a node know who really sent a registration message?

· To prevent the denial of service attacks, Mobile IP requires all registration messages between the mobile node and the home agent to be authenticated.

Future of Mobile IP

· With the base specification having been published in late 1996, numerous free and commercial implementations of Mobile IP are already available. Ultimately, we expect almost all routers to be capable of serving as home agents, foreign agents or both and all new notebook computers, palmtops to come preloaded with mobile – node software.

· Without high quality implementations of mobile nodes, none of the things we have discussed is possible.

· It is unique.

· The additional pieces of the puzzle including the strong encryption needed to protect the confidentiality of users’ data; the strong authentication needed to guard against unauthorized access to private networks and the digital cache which will make commercial networks simple and easy to use are starting to become widely available as well.

