Smart Card Technology 

Similar to a credit card, a smart card stores information on an integrated microprocessor chip located within it.
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Smart cards are secure, compact and intelligent data carriers. Though they lack screens and keyboards, smart cards should be regarded as specialized computers capable of processing, storing and safeguarding thousands of bytes of data. Similar in size and shape to plastic credit cards, smart cards with electrical contacts have a thin metallic plate just above center line on one side of the card. Beneath this dime-sized plate is an integrated circuit (IC) chip containing a central processing unit (CPU), random access memory (RAM) and non-volatile data storage. Data stored in the smart card's microchip can be accessed only through the chip operating system (COS), providing a high level of data security. This security takes the form of passwords that allow a user to access parts of the IC chip's memory or encryption/decryption measures, which translate the bytes stored in memory into information. 
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There are two basic kinds of smart cards. An "intelligent" smart card contains a central processing unit -- a CPU-- that actually has the ability to store and secure information, and "make decisions," as required by the card issuer"s specific applications needs. Because intelligent cards offer a "read/write" capability, new information can be added and processed. For example, monetary value can be added and decremented as a particular application might require.
The second type of card is often called a memory card. Memory cards are primarily information storage cards that contain stored value which the user can "spend" in a pay phone, retail, vending or related transaction.
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The intelligence of the integrated circuit chip in both types of cards allows them to protect the information being stored from damage or theft. For this reason, smart cards are much more secure than magnetic stripe cards, which carry information on the outside of the card and can be easily copied. Smart cards are an effective way of ensuring secure access to open interactive systems, such as encryption key mobility, secure single sign-ons and electronic digital signatures.
The network computing and cellular telephone industries use smart cards to authenticate users in new systems that demand the utmost in security.

How is a chip card different from the magnetic stripe card that I carry in my wallet?
Existing magnetic stripe cards have limited capacities to carry information. A smart card carries more information than can be accommodated on a magnetic stripe card. It can make a decision, as it has relatively powerful processing capabilities that allow it to do more than a magnetic stripe card (e.g., data encryption).

What is the cost of an average chip card?
Trying to respond to this question is like asking the cost of a car without defining whether it is a used VW or a news Rolls Royce. Chip cards range from $.80 to $15 depending upon their capacity and quantities.

How secure and confidential are smart cards?
Smart cards actually offer more security and confidentiality than other financial information or transaction storage vehicles. A smart card is a safe place to store valuable information such as private keys, account numbers, passwords, or valuable personal information. It’s also a secure place to perform processes that one doesn’t want exposed to the world, for example, performing a public key or private key encryption. 
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Chip cards have computational power to provide greater security, allowing verification of the cardholder. Entering a PIN is one method of verification. The benefit of the smart card is that you can verify the PIN securely, off-line.

A possible application for smart cards

Suppose your driver license were carried on a smart card. The front and back would look as they do now—photo and demographic information on one side, notations and codes in excruciatingly tiny print on the other. Outwardly, no difference. Inside? Another matter entirely. 

The microchip inside your smart card would carry not only name, address and physical description; it could hold your photographic likeness—compressed and digitized—and, perhaps, a fingerprint or other biometric measurement that is uniquely yours. Moreover, all that data would be protected by an encryption algorithm and secret key built into the microchip. 

But don't stop there. Think of the paper-laden process of selling the family car or the complex documentation commercial vehicles require. Now, imagine all that paper transformed into electronic bytes stored in a vehicle smart card. 


Some questions 

1. Is it possible to store a photograph of the person inside the smart card which may be required in the Inner Line Permit Application?

Links

· http://home.hkstar.com/~alanchan/papers/smartCardSecurity/
A good article regarding security issues in SmartCard technology. Also looks at asymmetric cryptographic algorithms for personal authentication by government authorities.

· http://ntrg.cs.tcd.ie/mepeirce/Project/Chaum/cardcom.html
Looks at various types of cards and their comparisons.

