
QoSAwarePath ProtectionSchemesfor MPLS Networks

AshishGupta,AshishGupta,B.N. Jain
Departmentof ComputerScienceandEngg.

IndianInstituteof Technology
New Delhi, India�

ag,ashish,bnj � @cse.iitd.ac.in

SatishTripathi
Collegeof Engineering

Universityof Californiaat Riverside
Riverside,CA, USA
tripathi@engr.ucr.edu

Abstract

Uninterruptedtransmissionin caseof failure is a major concernin MPLS
basednetworks,and path protectionis an effectivemethodfor this. Ex-
isting approachestowards path protectioninclude local and global path
protection. However, they provide fixedsolutionsand cannotbe adapted
to QoSandresourceconstraints for variouskindsof traffic. In this paper,
we introducea new approach, “segment” basedpath protection,which
providesefficient recovery from failure and guaranteesQoS(like end-to-
enddelay, jitter) evenafter failure. We developa resource-efficient algo-
rithm which providesSegment-basedprotectionfor a givenprimary path,
which guaranteesan upperboundon theswitch-over time. Theprotection
configuration can also adapt to variousQoSconstraints, henceavailing
flexibility to thenetworkadministrator. We alsopresentsimulationresults
which showthatSegment-basedalgorithmsperformwell in comparisonto
existingschemesin termsof resourcereservationandassuranceof QoS.

Keywords: MPLS,Routing,Pathprotection,QoSawarerouting,Switch-
over time

1.0Intr oduction

Routing in the Internettoday is focusedprimarily on connectivity, and typically supportsonly one
classof service,viz. the besteffort class. Multi-protocol label switching(MPLS) [1], on the other
hand,allows flexiblity in routingtraffic alongdifferentroutesbasedon QoSandTraffic Engineering.
In MPLS,packetsareencapsulatedat ingresspointswith labelsthatarethenusedto forwardpackets
alonglabelswitchedpaths(LSPs).LabelSwitchingRouters(LSRs)alongtheLSPperformlabelstack
operationsandforwardthepacketsalongapre-determinedpath.Thisenablesmoresophisticatedfea-
turessuchasquality-of-service(QoS)andtraffic engineeringto beimplemented[2] [3]. An important
componentof providing QoS,however, is the ability to do so reliably andefficiently. Although the
currentrouting algorithmsarerobust, the time they take to recover from a failure canbe significant



(of the orderof several seconds),thuscausingseriousdisruptionin service.This is unacceptablein
certainapplications,that requirerecovery timesto be on the orderof tensof milliseconds[4]. Any
breakdown of a network componentmustnot affect the traffic streamto a point that the serviceis
impaired.Hence,a robustschemefor fault - tolerancemustbepresentto dealefficiently with failures.

Methodof pathprotection([5], [6], [7], [8], [9], [10], [11] and[12]) is a way to provide fault tol-
erancein anetwork. It enablesfasterrecovery from failuresthanis possiblewith Layer3 mechanisms
alone. In IP networks for example,in caseof a failure, thesourcerouteron receiving failure notifi-
cationidentifiesanalternatepathto thedestinationusingexisting dynamicroutingalgorithms.It can
thensendpacketsover the new route. However the time consumedby this procedureis usuallyof
theorderof seconds,which maybeunacceptablefor network applicationsthat involve transmission
of multimediaor otherreal-timetraffic. Thus,to minimizeSwitchover time theschemeof pathpro-
tectionwas introduced. In pathprotection,an alternatebackuppath is pre-reserved at the time the
primaryLSPitself is established.Thepacketsareinitially sentontheprimaryLSP. In caseof a failure
on theprimaryLSP, thesourceLSR on recieving thefailurenotificationre-routesthetraffic over the
backuppath. This providessignificantimprovementover the Layer 3 mechanisms,in which major
time is spentin findinganalternatepath.

The InternetDraft [5] lays out a framework and requirementsfor providing protectionservicesin
MPLS networks. Two majorschemesproposedfor this, in theliteraturearea) globalpathprotection
andb) localpathprotection.
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Figure 1. Existing Path Protection Schemes

In global path protection[6], there is only one backuppath startingfrom the ingressLSR to the
egressLSR.Soin caseof a failure,theingressLSR is responsiblefor switchingover thetraffic to the
alternatebackuppath.

In local pathprotection([7], [10], [11] and[12]), the idea is to provide protectionfor eachlink or
routerseparately. Thedifferencein thesetwo approachesis in thespeedof recovery after failureand
theamountof resourcesusedby thebackuppaths.



Thesetwo schemeslie at oppositeendsandprovide fixedsolutionsto theproblemof pathprotection.
However, a whole rangeof solutionsfor path protectionare possiblebetweenthesetwo extremes.
Thegoal is to provide efficient recovery andalsomeetQoSconstraintsevenin caseof failure,while
alsoconservingbandwidthrequiredfor reservationof backuppaths.Thereexistsa tradeoff between
thesetwo requirements.In this paper, we look at a significantlygeneralapproach:Segment-based
Protection.This methodavails flexibility in providing pathprotection.It offersa two fold advantage:
first of all it enablesefficient recovery from failurewhile conservingbackupresources( ascompared
to existing schemes). Secondly, usingSegment-basedProtection,we canalsoensuresatisfactionof
variousQoSconstraintsfor the protectedtraffic streams,after a failure, like end-to-enddelay, jitter
andreliability. Thoughwe usethe context of MPLS networks, the schemecaneasilybe adaptedto
opticalnetworks[4], or whereverpathprotectionschemescanbeimplemented.

Our simulationresultsshow significantimprovementsin protectiondesign,wherethesatisfactionof
certainQoSconstraintscanbeassuredwhile usinglessernumberof backuppaths.

In the restof the paper, we introduceSegment-basedProtectionin Section2, mechanismsrequired
for providing path protectionin 2.1, designof segmentbasedalgorithmsfor QoS constraintslike
boundedSwitchover time after failure (Section3), issuesrelatedto formationof backuppathsin 4,
andexperimentresultsrelatedto thenew approachin Section5.

2.0Segment-basedProtection

Thewayflexibility is introduced,is to look at theprimaryLSPnot just asa sequenceof links but also
asa sequenceof segments,with eachsegmentsitself consistingof a sequenceof links. The entire
primarypathcanthusbebrokendown into variablesizedsegments(Figure2). In Segment-basedPro-
tection,theideais to provide protectionfor eachsegmentasa whole,insteadof providing protection
for thewholepathor eachlink separately.
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Figure 2. Segment-Based Protection

Eachsegmentconsistsof a SegmentSwitchingRouter(SSR)anda setof protectedrouters(Figure
2). SSRis reponsiblefor switchingover thetraffic to thebackuppathin caseof any failureamongthe
protectedroutersor links connectingtheroutersin thesegment.For example,in Segment1, ��� is the
SegmentSwitchingRouterandit protectstheroutersR2 andR3 andthelinks connecting�������	� and
�	�
����� . We candenotethis segmentby 
��������	�����	��� . Similarly in Segment2 ( 
��	�����������	��� )



, LSR ��� protectsrouters��� and ��� andtheinterconnectinglinks. Notethat theSSRcannotprotect
itself but is protectedby theupstreamSSR.In case��� fails(whichis theSSRof Segment3), its failure
will beprotectedby theSSR ��� .
The numberof segmentsandsizeof eachsegmentcanvary, thusproviding flexibility in protection
design.Segment-basedProtectionwill resultin fewer backuppaths,andmaystill beableto meetthe
given recovery boundsandQoSconstraintsasrequiredfor a particulartraffic stream,resultingin a
betterprotectionconfiguration.Notethat,local pathprotectionandglobalpathprotectionarespecial
casesof segmentbasedpathprotection.

The main advantageof this approachis that it can be configuredto not only provide efficient re-
covery after failure, but to alsoensuresatisfactionof QoSconstraints(like end-to-enddelay, jitter,
reliability andbandwidthconstraints)for thetraffic streams,aftera failure,andthusprovideflexibility
to theadministratorto choosebetweenthetradeoffs andselectthemostappropriateprotectionscheme.

Sincelot of possibilitesexist for providing protectionusingSegment-basedProtection,themainques-
tion thatarisesis thathow to convert theSLA parameters(theQoSandbandwidthconstraints)into an
efficientsegmentationof theentirepath.Seperatealgorithmsneedto bedevelopedbasedonSegement-
basedProtection,for thedifferentQoSconstraints.In therestof thepaperwe investigatethisproblem
andshow how thesealgorithmscanbedeveloped.We presentanalysisanda new algorithmfor pro-
viding segment-basedprotectionconfigurationswhich satisfytheQoSconstraintsof boundedSwitch
over timeandend-to-enddelaywith anaimof conservativeuseof backuppath.We look at themech-
anismsrequiredfor providing pathprotection.We alsoconsiderissuesconcerningcreationof backup
pathsandthepossibilityof sharingthebackupbandwidthamongmultipleLSPs.

Note that in the above protectionscheme,protectioncannotbe provided in casethe ingressor the
egressfail. Besidesthese,any numberof link or nodefailurewithin a singlesegmentcanbehandled.
Failuresin morethanonesegmentat oncemaynot beprotected,dependingon thebackuppathcon-
figuration.For example,in Figure2, if �	� and ��� fail, no backuppathexists,while failureof �	� and
�	� canbehandled.

2.1 Protection Mechanismsin SegmentBasedProtection

To provide protectionagainstfaults,variousmechanismsneedto be in placelike detectionof fault,
locatingit, its notificationto the routerresponsiblefor switchingthe traffic to the backuppath,and
thenfinally switchingover the traffic to the backuppath. [5] discussesthesemechanismsandgives
simpleapproachesto achieve theabove-mentionedmechanisms.Herewe discussthesemechanisms
in context of theSegmentBasedApproach.

Figure3 showsascenarioin whichoneof therouterson theLSPhasfailed. 
����������������� ! "���	#$�� " !�
�&%�'(�)���&%	� is asegmentwhere �*� is theSSRand �*����� to �+% aretheprotectedrouters.Router�	# has
failedwhere,.-0/21435176 .
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Figure 3. Mechanisms involved in Path Protection

2.1.1 Detectionand Location of fault

For detection,we assumethe simplemechanismof a livenessmessage[5]. It is a ”Hello” message
which is exchangedbetweentwo neighboringLSRsin the network. Every LSR sendsthe liveness
messageperiodicallyto its neighboringLSRsandwaits for an acknowledgement.In caseof no re-
sponsewithin certaindurationof time, theLSR infersthattheparticularneighboringlink or theLSR
hasfailed.

Locatingthe fault is trivial in this caseasthe immediateupstreamLSR detectsthe fault in this case.
In thegivenexample,when ��# fails , LSR ��#8'(� detectsthefailure.

2.1.2 Notification

If ��9 is theLSR which detectsor is notifiedof anerror in theLSPand �	9 is thesegmentswitchLSR
for theLSP, thenit switchesthetraffic to thebackuppath.If �	9 is not theSegmentSwitchingRouter
thenit sendsanotificationmessageto �	9:'(� .
NotethatmultipleLSPsmaygetaffectedby a singlefailure. In this case,theabovementionedmech-
anismswill beexecutedfor eachLSP.

2.2 Creating the Backup Paths

Creatingthebackuppathsfor eachsegmentis an importantstepin providing protection.While cre-
atingthebackuppaths,we needto take careof certainconditionsto provide reliablepathprotection,
They are:

1. Eachbackuppathshouldsatisythesetof constraintsthatwerespecifiedfor theprimaryLSP.

2. Thebackuppathmustbenode-disjointwith all thenodeson thesegmentwhich it is protecting,
otherwisepacketsafterbeingtransmittedover thebackuppathmayagainbedroppedbecause
of failurein thesegment.

3. The backuppathsmustnot createloopsin the pathfor the datapackets. For this the backup
pathscreatedfor a segmentmustbenode-disjointfrom all theLSRsupstreamof theSegment
SwitchingRouter.



3.0QoSAwareProtection Algorithms

In thissectionof thepaper, wediscussdesignof Segment-basedalgorithms,whichprovideanefficient
protectionconfiguration,given the QoSconstraintswhile aiming to conserve the backupbandwidth
used.QoSconstraintswhichweconsiderin this paperare:

1. BoundedSwitchOverTime

2. End-to-enddelay

Switchover timerefersto thetime for which thepacketswill bedroppedover theprimaryLSPaftera
failure.

End-to-Enddelayrefersto thetransmissiondelayfrom theingressto theegress.It is animportantQoS
constraintespeciallyin multimediaapplicationslike voicecommunications.Pathprotectionschemes
mustensurethataftera failure,thepacketsdo not violateend-to-endconstraintsafterbeingswitched
to a backuppath.

3.1 An algorithm for boundedSwitch over time

In this section,we focuson the first QoSconstrainti.e. boundedSwitch over time andpresentthe
designstrategy for segmentbasedalgorithmsfor QoSconstraints.

For this, we first presentan analysisfor Switch over time andderive a closedform expressionfor
it in termsof network parameters.This is neededfor decidingthesizeof segmentsontheprimarypath
andfor designingthealgorithm.Thenwediscussthedesignprinciplesbehindthenew segment-based
algorithmandpresenttheproblemstatement.

3.2 Analysis for boundedSwitch over time
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Figure 4. Notification Mechanism

ConsiderFigure4 showing a situationin which LSR �	� hasfailed (LSR �	� ). �	� is the Segment
SwitchingRouterof thesegmentto which �	� belongs.

Weassumethefollowing parameters:

;=<.>�?A@B> : Periodicityof theLivenessmessagewhich is exchangedbetweentheneighboringLSRs
(for example ��� and �	� here)



;DCFEHGJI ���K���&%�L : OneWay Delay is the transmissiondelayfor a datapacket from LSR ��� to
reachLSR �&% .

; � <M<FI �������&%�L : RoundTrip Timefor theLSRpair I ���A���&%�L . NotethatRTT I �������&%8LON CPEQGRI ���K���&%�LS-CFEHGJI �&%����*�BL .
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Figure 5. Anal ysis for Switc h Over Time

Figure5 shows theanalysisin a timing diagramin which theworstcasescenariois shown, wherethe
fault occursjust afteracknowledgingthe’Hello’ messsage.Now, alsonotethatsincetheLSR fails at
time T , thefateof thepacketswhich enterthis segmentafter TVU CFEHGJI �	�8���	��L is uncertain.By the
time, they will reachtheLSR �	� , it wouldalreadyhavegonedown.

Therouter �*� will detecttheerrorat TW-XT >�?A@B> - CPEQGRI ���Y�����8L .
It will take CPEQGRI ���������)L time for theerrornotificationto reachtheSSR ��� .
Thus,it canbeseenthatthefrom time T$U CPEQGRI �	�����	��L to time T�-ZT >�?�@[> - CFEHGJI �	�����	�)L , thepackets
will bedropped.Therefore,thetotal timefor whichpacketswill bedroppedis T >�?A@[> - CPEQGRI ���Y���	��L$-CPEQGRI �	�Y���	��L which is equivalentto T >�?A@B> -=� <M<PI �	�
���	��L
For a generalexpression,for the segment 
\���������������� " " !���+%]� , in the worst case(when �&% fails),
thepacketswill belost for time T >�?A@B> -=� <M<PI ���A���&%�L .
If the QoS constraintsspecify the boundon Switch over time to be ^ , then for eachsegment 

���������������� " " !���+%	� , thefollowing mustbesatisfied:

� <M<FI �*�A���&%8LW-7T >�?�@[> 
�^ (1)

With thisexpression,wenow haveamethodto limit thesizeof thesegment,while dividing theprimary
LSPinto segments.



3.3 Problem Statement

We considera givenprimaryLSP 
_������ " ! " ! "�������� " ! " !����`a� . We wantto provide pathprotectionsuch
that:

1. It satisfiestheboundedSwitchover timeconstraint

2. Minimizesthenumberof backuppathsused.

Therearetwo aspectsto this problem:

1. We needto divide theLSPinto segmentssuchthat theboundedSwitchover time constraintis
satisfied.This is alsoequivalentto finding theorigin of thebackuppaths.

2. Findingthebackuppath.This canbegovernedby variousheuristicslike conservingtheuseof
bandwidth.Thebackuppathitself mayalsoaffect otherQoSconstraints.All this needsto be
takeninto accountwhile creatingthebackuppaths.Notethatin addition,thebackuppathmust
satisfytheconstraintsgivenearlierin Section2.2.

Herewe focuson thefirst aspectalongwith theconstraintson thebackuppathsgivenin Section2.2.

TheSegmentSwitchingRoutersaredenotedas b�� which refersto the ,KTdc suchSSR.The ,[Tdc Segment
canthenbedenotedas 
0b��A�)b��:���&� . We denotethebackuppathoriginatingat b�� by 
Def�hg)�Y ! " !��ef�:iX�
having m routers.

Theproblemstatementcanbedefinedformally as:

GivenanLSP 
����)�Y ! " ! " "�����j�� " " ! "����`k� , andanupperbound̂ , identify 3 segments
� 
0b��A�)b��:���&����,fN

/l�� " " !�)3m� andbackuppaths
� 
nef�!g)�� " ! "��ef�oiX���S,pNH/l�� " ! "�)3.� , such that

; bf�VNq���
; br#*Nq�*`
; � <M<FI 
nb��A�)b������+��LW-7T >�?�@[> 
	Ns^
; For each b�����,tNu/l�� " ! "�)3 thereexistsa path 
�ev�hg��Y ! " !��ef�:iX� such that

–
� ������ ! "����`w�&x � ef�:yY�� " !��ev� i�z g���Ns{ .

– ev�hgVNqb��
– ev� i_| � �&%S���)�Y ! " !����`}� where �&%~N_b������

; 3 is minimum.

where � <M< is theround-triptimeand T >�?�@[> is theperiodicityof livenessmessageswhich is assumedto
besamefor all links.



3.4 Algorithm Design

By earlieranalysis,we showed that the primary LSP hasto be divided into segmentssuchthat for
eachsegmentthecondition: � <M<FI ���K���&%8L�-JT >�?A@B> 
D^ is satisfiedwherê is themaximumpermissible
Switch over time. We alsowant to minimize the numberof segments.Note that larger thesegment
size,fewer thenumberof segmentsrequired.

A simpleway to do this is to segmentthe LSP usinga greedyapproach.Startingfrom the ingress,
identify thelargestsuchsegmentwhich satisfiesEqn. 1. After finding eachsegment,repeatthis pro-
cessfor restof theLSP. This way it segmentstheentirepathinto minimumnumberof segmentssuch
that they satisfyEqn. 1. However, this algorithmfor segmentationdoesnot ensurethe presenceof
backuppathfor eachsegment. This is beacuse,for a givensegmentationof the path,it may not be
possibleto find backuppathsoriginatingfrom theSSRsdueto topologyor bandwidthrestrictions.

Therefore,we suggestanotheralgorithm, which takes into accountthe existenceof a backuppath
while forming eachsegment. This algorithmis a modificationof the greedyapproachin which the
processof finding thebackuppathis combinedwith theprocessof segmentingtheprimarypath.We
follow anadaptive processof segmentingtheprimaryLSPin which thesegmentsizemaynot bethe
largestpossibleaccordingto theconstraintsbut mayactuallybeshorter, to accommodatetheforma-
tion of alternatepathsfor protectingthatsegment.

Thealgorithmis basedon thefollowing ideas:
To segmenttheentirepath,westartfrom theegressLSRandfind thelargestpossiblesegmenttowards
the ingressLSR, which will satisfyEquation1. Let theSSRof this segmentcorrespondto b�� . Then
we try to find a backuppathfrom b�� , which will protectthis segment.If we areunableto establisha
backuppath,weshortenthesegmentsizeby onelink andtry to find thebackuppathagain.If it is not
possibleto shortenthesegmentfurther, thenit impliesthat it is not possibleto segmenttheLSPwith
thegivenQoSconstraints.If we aresucessfulin finding a backuppath,we continuethis processfor
segmentingtherestof thepathusingthesameapproach.

An Example

In Figure6 we show a simplescenariowith theabove algorithmat work. In Figure6.I. we aregiven
anMPLSnetwork with theRTT for eachlink as10milliseconds.An LSPhasbeenreservedasshown.
Now wewantto protectthisLSPsuchthatthemaximumpermissibleSwitchover time is 40millisec-
onds.Weassumethevalueof T >�?�@[> to be5milliseconds.Westartwith theegressrouterandtry to inden-
tify thelargestpossiblesegmentsatisfyingEquation1. For thepossiblesegment 
0�	�����������	�����	�	� ,
RTT + T >�?�@[> comesout to be35 millisecondsandfor thesegment 
q�	�
���	�Y���������	�Y���	��� , it is equal
to 45millisecondswhichexceedsthebound.Therefore�	� is proposedastheSSRasshown in Figure
6.II. However, in thegivennetwork, no backuppathexistsoriginatingfrom �	� . Therefore,we shrink
thesegmentandproposethepossiblesegmentas 
��������	�
���	��� . Sincea backuppathis available
from ��� , this segmentis accepted.Figure6.III. shows ��� asthe SSRwith the backuppathshown.
Figure6.IV. showsthefinal protectionconfiguration.
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Figure 6. Example of the proposed algorithm

3.5 Algorithm for Segmentingthe LSP

Thefollowing algorithmformally describestheapproachdescribedabove:

bV�Y�w�a����T������}� I 
n���� ! ���`Z����^$L�
� �Y�w�a����TO� /l�
�B� � TV� �t�� c�,��[� I �B� � T~�s/�Ld����

bV�@K?[���p? ` > � �	9�� @[> �� �Y�w�a����TO� � �Y�w�a����Tv-0/l�� ,K� � TO��,A�����.T�, ��� ���Y�(T � �Y�}�a���.T I �t���B� � T)��^$L��� c�,��[� I�� � ,���� �)�� Y3}¡£¢ ¢m�lTdc I � ,�� � T)���[� � T)��
�e @K?[�¤�t? ` > g)�� " ! "��e @K?K���t? ` > i¥��Ld�£��� I � ,�� � T � N4�B� � TdLdL�
� ,K� � TO� � ,K� � T�-4/l�

�
, � I � ,K� � T¦Nq�B� � TdL�

¢(�§,��.T IY¨ Unableto makebackuppaths© ©�L)�
�Y�m,KT I[ª L��

�
�B� � TV� � ,K� � T)�

�



b �@K?[���p? ` > � �����
�
,A�����.T�, ��� ���Y�(T � �Y�w�a���.T I �B� � T)��^«L�

� ,K� � TO� �B� � T)�� c�,��[� I � ,�� � T&��N¬/
Ld�£��� I T >�?�@[> -­� <M<FI ��®��o¯ @[> '(�)����9�� @[> L+
�Nq^$Ld����
� ,K� � TO� � ,K� � TtUn/l�

�
�$�YT�¡.�§� � ,�� � T)�

�
Here ,��w���.T�, ��� ���Y�(T � �Y�}�a���.T identifiesthelargestpossiblesegmentsatisfyingEquation1 with �	9�� @[>
asthelastLSR of this segment. ��®��o¯ @[> correpondsto theSSRof this newly identifiedsegment.Note
thatin theabovealgorithm b @K?[�¤�t? ` > NQbV�#8' @[?K���t? ` > ��� where 3 is thenumberof segmentsformed.This
is necessarybecausewe are forming the segmentsfrom the egresshenceSSRsareassignedin the
reverseorderin thealgorithm.

4.0Finding the Backup Paths

Certain issuesare involved in selectingbackuppathsfor eachsegment. First is the conservation
of backupbandwidth,which is possibleby selectingbackuppathswith min hop countandsharing
bandwidthamongthebackuppathsasmuchaspossible.Anotherissueconcernssatisfactionof various
QoSconstraintsafter failure, asbackuppath formationmay needto take into accountcertainQoS
parameters.We considerthe exampleof the QoS metric end-to-enddelayandpresentan analysis
whichshowshow backuppathsmayaffectQoS.

4.1 Taking end-to-enddelay into consideration

For the primary LSP, the end-to-enddelay is the sumof the delaysof eachof the individual links.
However, whenweprovideprotectionusingalternateroutes,weneedto makesurethatthenew paths
thusformedalsomeetstheend-to-enddelayconstraints.While settingupabackuppathfor asegment,
we needto makesurethatin casethatparticularsegmentfails, theend-to-enddelaycharacteristicsof
the new route from the ingressto the egresswhich includesthis backuppath, meetsthe specified
constraints.
Specifically, let T betheend-to-enddelayfrom theingressto theegressover theprimarypath(Figure
7). If theend-to-enddelayfrom thesourceof thebackuppath(correspondingto the , >�° segment)to
its landingplaceon theprimaryLSPis < ��y andtheend-to-enddelayof theportionof theprimaryLSP
which is protectedby the backuppath is < �hg , thenthe difference< ��y*U < �hg is the additionalend-to-
enddelay incurredby the packets in caseof failure in the ith segment. If ± is the upperboundon
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end-to-enddelay, then ²
� < - IB< ��yVU < �hg¤L+
­± (2)

4.2 Function
� ,��r� �)�� 83}¡£¢ ¢m�lTdc

Herewediscussthefunction
� ,���� �)�� Y3w¡�¢ ¢(�£Tdc in thesegmentbasedalgorithmdescribedpreviously.

First of all, constraintsspecifiedin section2.2 mustbe met to avoid improperformationof backup
paths. Without any additionalconstraints,the backuppathscan be simply found by graphsearch
methodssuchasDFS or BFS.However, aswe have seen,many issuesmay govern their formation
likeconservationof protectionresourcesby sharingof bandwidthandsatisfactionof QoSconstraints.
Otherschemeslikecomputingmaximally-disjointmultiplepathsfor improvedfault tolerancehasalso
beenproposedin [13], which canbeusedfor computingbackuppathsefficiently. Anotherpaper[14]
discussestheapproachof minimuminterferencerouting , wheretheaim is to find backuppathsthat
donot interfere“too much” with possiblefuturedemandsfor primaryLSPs.Anotherapproachwhich
is basedon anew conceptof BackupLoadDistributionMatrix hasbeensuggestedin [15].

For sharingof backuppaths[7] [10] [11], we needto maintainextra informationfor eachlink about
thebandwidthusedby theprimaryLSPsandthebackuppaths.A simpleapproachis thatwhile cre-
atingthebackuppaths,we canfind a pathsuchthatadditionalamountof bandwidthto bereservedis
minimized. Oneapproachfor this is to usethe shortestpathalgorithmwith bandwidthof eachlink
asthe weight of the edge.Sharingof backupbandwidthassumesthat the portionsof primary LSPs
whichsharebandwidthfor their backuppathsdo not fail at thesametime.

For taking end-to-enddelayalso into consideration,we canfind the backuppathwhich minimizes
thetransmissiondelayof packetsfrom theSSRto theegressLSR.Heretheweightsof theedgeswill
be the link delays. We needto make surethat it satisfiesthe end-to-enddelayconstraintspecified
earlier(Equation2). This needsto be donefor every backuppath. Note that this constraintcanbe
specifiedin additionto theboundedswitchover timeconstraint.



Figure 8. Topology used for sim ulations

5.0Simulation Results

Beforepresentingtheresults,we describethesimulationmodel. We considereda topologywith 50
routersand82 edges(Figure8).

The aim of theseexperimentsis to evaluatethe resourcerelatedadvantagesof the Segment-based
protection.We generaterandomLSPrequeststo thenetwork with specifiedbandwidthrequirements
(between20 to 70 units,uniformly distributed)andboundon switchover time which varieswith the
experiment.An LSPrequestis generatedby specifyingan ingressLSR andtheegressLSR, amount
of bandwidthto be reserved alongwith the QoSconstraintslike boundedswitch over time in case
of failure. TheprimaryLSPis setupusingDjiktra’s shortestpathalgorithmbetweenthe ingressand
the egresswith link delayasthe costof the edge. All the edgeswhich don’t satisfy the bandwidth
requirementfor theprimarypatharenot includedwhile searchingfor theshortestpath.

Bandwidthfor eachlink is assignedbetween3000and10000units (with uniform distribution). The
delayof eachlink wassetto 8 to 12milliseconds.

For providing protectionto theLSPrequests,we implementthesegmentbasedalgorithmfor bounded
switchover time. For creatingthebackuppaths,we alsoconsidersharingof protectionresourcesas
describedearlier.

5.1 ProtectionResourcereservation with Local, Global andSegmentBasedProtectionSchemes

In Figure9 we seetheeffect on protectionresourcesusedby the variousprotectionschemes(local,
globalandsegmentbasedpathprotection).For segmentbasedPathprotection,weconsider3 different
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variationswith differentboundsin switch over time. For local pathprotection,theaveragevalueof
theboundonswitchovertimeis 12millisecondsandfor globalpathprotectiontheaveragevalueis 70
milliseconds.Segment-baseProtectionis effective in usingthe protectionresourcesandvarieswith
the switch over time bound. The resultsalsoindicatepresenceof a tradeoff betweenthe protection
resourcesandtheQoSconstraints.Usingthis approach,onecandecideuponaneffectivestrategy for
pathprotection.

5.2 Resourcereservation with variation of bound on Switch over time

In Figure10 we comparethereservationof backupresources(for providing pathprotection)with the
resourcesusedby the primary LSPs. Segment-basedProtectionadjuststhe protectionconfiguration
accordingtheboundon switchover time. For smallboundson switchover time,protectionresources
usedamountto almosttwice theprimaryresources.As theboundon switchover time increases,we
areableto accommodatelargersegmentsandhence, amountof backupresourcesusedfall below the
primarypathresources.

5.3 RejectionRatevsBound on Switch over time

UsingSegment-basedprotection(Figure11),wecanadmitmoreLSPrequeststhanlocal pathprotec-
tion (herewe generate150LSPrequests).SomeLSPrequestshave to berejecteddueto insufficient
bandwidthavailability.

5.4 Comparison of protection resourcesreserved with the primary path resources

In Figure12 we alsoseethe effect of sharingon the amountof protectionresourcesreserved. Here
wegenerateincreasingnumberof LSPrequestsandnotetheamountof backupresourcesandprimary
resourcesreserved. Whenthenumberof LSPsis less,theamountof backupresourcesusedis more
thantheprimaryresources.As numberof LSPsincrease,theprotectionresourcesrequiredfor thelater
LSPrequestsareableto utilize thealreadyreservedbackupresourcesandfalls below theamountof
resourcesusedupby theprimaryLSP.
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6.0Conclusionsand Future Work

In this paper, we investigateda new approachfor pathprotection,Segment-basedprotection,which
viewstheprimaryLSPasasequenceof segmentsandprovidesprotectionfor eachsegmentseperately.
Thechoiceof choosingthenumberandsizeof thesesegmentsavails flexibility . Thechallengeis to
comeup with a pathsegmentationschemewhich assuresefficient recovery time aswell assatisfac-
tion of certainQoSconstraints,even in caseof a failure, while alsousing the protectionresources
efficiently. We developeda resource-efficient algorithmfor segmentingthe path,which providesa
protectionconfigurationfor ensuringboundson theswitchover time in caseof failure.Wealsoinves-
tigatedtheissueof creatingthebackuppathsandhow differentconstraintslike resourceoptimization
andotherQoSconstraints(for exampleend-to-enddelay)canaffect theircreation.Thesegment-based
boundedswitchovertimealgorithmprovesto beefficientin comparisonto existingschemes,asshown
by theexperimentalresults.

Usingthedesignstrategy presentedin thispaper, algorithmscanalsobedevelopedfor otherimportant
QoSconstraintssuchasjitter andnetwork reliability. Multi QoSconstraintsatisfactionalgorithmscan
alsobedevelopedusingthisapproach.
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