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Abstract. A behavioral contract in a higher-order language may invoke meth-
ods of unknown objects. Although this expressive power allows pnogrers to
formulate sophisticated contracts, it also poses a problem for langeagmdrs.
Indeed, two distinct semantics have emerged for such method callsedilatx
andpicky. While lax fails to protect components in certain scenarjmsky may
blame an uninvolved party for a contract violation.

In this paper, we presembmplete monitorings the fundamental correct-
ness criterion for contract systems. It demands correct blamenassig as well
as complete monitoring of all channels of communication between comgne
According to this criterion|ax and picky are indeed incorrect ways to monitor
contracts. A third semantics, dubbiedly, emerges as the only correct variant.
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1 Blame Correctness Is Not Enough

Programmers embrace Eiffel-style contracts [7] becausg tan write them in the
language itself and they understand them as executabledwoekpressions. Conven-
tionally, programmers use contracts to supplement metipthtures with relatively
simple conditions: @on-emptylist expected here; positivenumber promised there; a
field whose value is always a stritg a specific lengthThey also understand that the
contract system checks these conditions when a methodlé aatd/or when a call
returns. If the condition evaluates to false, it is either tiethod’s or the caller’s fault.

In a higher-order contract system [4], such as the one fok@&db], programmers
can also specify conditions on functions and objects. Heamiexample:

;; contract for the derivative function
;; for sonme natural nunber n and reals &, e
(->d ([f (O<real <1? . -> . O<real <1?)])
(fp (O<real <1? . -> . real?))
#: post - cond
(for/and ([i (in-range 0 n)])
(define x (random nunber))
(define slope (/ (- (f (- x€) (f (+x¢€))) (x2¢))
(<= (abs (- slope (fp x))) 9)))
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It specifies a computational differentiation operatbdx for functions on the unit in-
terval. The specification promises to map a funcfido a functionf p that computes a
number close to the slope bfatx.

Due to Rice’s theorem, it is impossible to check such cotgrdaectly. Instead
contracted functions are wrapped in a monitor that cheakptbmised property every
time it is used during the remainder of the computation. &isigch a use may take
place after the function returns in a third-party compon#re naive understanding of
first-order contracts and blame assignment does not appdy he

Thus higher-order values inject several new elements hgaré¢alm of contracts.
First, it is now important to explicitly think of componends contract parties. These
parties agree on monitoring properties for values that flaskkand forth across com-
ponent boundaries. Second, blame assignment requir&siganf contracts and parties
because the producer is not necessarily the last functitedc#n the above example,
d/ dx returns a higher-order value with the requirement to calhiteals between 0 and
1, but a call involving some negative real may take place matd. Third, contracts
are no longer predicates on flat values but may involve aallsknown functions. For
instance, the post-condition faf dx tests whether the resulp satisfies the desired
“slope property” forf on some randomly chosen numbers.

Calls to unknown functions pose a challenge for contracigdess. To this day it
is unclear how a correct contract system should deal with sadls. Take a second
look at the above example. Its contract usesdom nunber, which, as it turns out,
may produce complex numbers in Racket. Depending on thergemaf contracts,
the example behaves in one of three ways:

1. Findler and Felleisen [4] consider contracts a part ofgpecification and thus
“correct by definition.” According to theilax semantics, the post condition passes
the random number tb andf p. If these functions handle complex numbers, fine;
otherwise, execution fails in an unpredictable manner.

2. Blume and McAllester [1] propose an alternatjvieky semantics. According to
their proposal, the contracts forandf p prohibits their application to complex
numbers, and their reuse catches contract-internal prsh]é].

3. In prior work [3], we show, however, thaicky may blame the wrong party for a
contract violations and may thus point programmers in trengdirection in their
search for bugs. A variant giicky, dubbedndy, is shown to bélame correct

Sadly, blame correctness cannot differentiate betvaeandindy. Sincelax may trig-
ger crashes in the presence of precise specifications, likaslg not correct. Worse,
blame correctness admits contract systems that ignoreactsitompletely.

We conjecture that a programmer would like the guarantdehikavalues produced
by their components are never used in violation to the iate&rspecifications and, con-
versely, that their components are not handed values thabtdive up to the promises
of the specifications. In response, we present a geneializaf blame correctness,
calledcomplete monitoring/e take the ownership-and-obligation framework of blame
correctness and extend it so that a component may not matepedlues that it does
not create or that have not been transferred from other coemnis via a—possibly
vacuous—contract. In short, a complete contract systemtorsail value flows across
component boundaries.



The next section introduces our technical framework, whietexploit to to present
informally complete monitorsn section 3 and subsequently define them formally in
section 4. This latter section also presents our main rethdtcomplete monitoring
theorem. Sections 5 and 6 illustrate the additional benefitbmplete monitors with
two examples. Finally, the last section discusses relateé.w

2 Beyond Blame Correctness

CPCF [2, 3] extends a conventional, typed and higher-ondeetional language, with
contracts for base values and first-class functions:

Types = 0| 1T | con(T)
=1|B

1
o

Contracts K = flat(e) | kK — K | K% (AXK)
e

Terms =vVv|x|ee|puxte|e+te|e—e|ere|eve
| zero?(e) | ifeee| mon:"l(K,e)

Values v= c | AxT.e

BaseValuesc= 0| 1| —1] ... | tt | ff

Contracts for flat valueg1lat(e), employ predicates that may use the full expressive
power of CPCF. Contracts for functiong, — K2, consist of a pre-condition contract
for the argument to the function and a post-condition cahka for its result. Depen-
dent function contracts; +% (AX.K2), bind the argument to the function xaand make
it visible in k,. They thus express how the result may depend on the argument.

A contractk can be attached to a tereusing the monitor construmtonT" (K,€).

Monitors carry three labels, | and j.! Labels are identifiers for the high-level com-
ponents that make up a program. A monitor splits a programtimee components,
dubbed theontract partiesa server namekl a client named, and a contract namejd
which may coincide withk or | in a programming language. Intuitively a monitor makes
sure that any interaction between the server module anditrg module is in accor-
dance with the contract. In CPCéplays the role of the server module and the context
of mon‘j“I (K,e) the role of the client. The contragtis what they agree on concerning
the exchange of values.

Component labels play an important role in case a contrédutdas detected dur-
ing contract checking. They are used to pinpoint the contriatator. CPCF syntax is
extended with intermediate terms for contract checking:

e=... | error] | checkl(eV)

Findler and Felleisen [4] show that the above constructsufecient to build a seman-
tics for checking higher-order contracts. However, simgegoal of our investigation is
to verify that the contract system obliges values to meet sipecifications as they flow
from one component into another, we add the ideavafiershipfor terms and values
to the semantics. We use it to keep track of value migratiomn€ship of a terne

1 The labels correspond to source locations or component hames in Emiemgation.
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by a componerntt is expressed with the ownership annotatigh Ownership captures
formally that a component owns a value (term) if it can affaamnanipulate its flow. In

a reduction semantics, the flow of values is modeled via guben (3,). Hence, our
semantics must attach a new ownership annotation to everg thaat is substituted for
a variable. In CPCF, this means we must treat every funciptiGation as a potential
boundary crossing. Thus when an annotated value occuraiimcéidn body, its occur-
rence signals the presence dbaeignvalue and marks a boundary. In sum, the initial
owner of a value is its creator but as the value flows througictfan application, it
accumulates more owners, one for each boundary it crosgleshgitop-most to be the
most recent owner.

In addition to ownership, we ensure correct blame assighbyekeeping track not
only of the owner of each value but also the responsible garthe specifications that
are checked against a value upon a component boundaryragyo3sieobligationsof
a contract party are the set of ground-type sub-contracts of a conké&or which |
is responsible. Intuitively, the contract system shoultllslame a party if the party’s
obligations are satisfied. For a function contract we knoat the client is responsi-
ble for the pre-condition and the server responsible fopibst-condition. For any flat
contract, the server is responsible. Generalizing thisaguh gives us a way to deter-
mine the responsible parties for each flat sub-contract afengcontract using type
theory terminology: the server is responsible for all flattcacts in positive positions
and the client is responsible for all flat contracts in neggpiositions. CPCF turns obli-
gations into explicit annotations on flat contracts. Thtkat(e)|' denotes that the set
of parties! is responsible for the given flat contract.

Here is CPCF with the annotations for ownership and oblgesti

Contractsk = |£1at(€)|' | KK | K+% (AXK)
Terms e=.. | |¢
Values v=..| |/

With obligations and ownership we reify dynamic boundaiyssings via syntactic an-
notations and the specifications that need to be checkeds Ihtlependeninstrumen-
tation coincides in the source code with the monitors anthbliabels that the contract
system utilizes and the reductions preserve this propasyknow that the contract
system monitors all communication between components.

Synchronization of ownership and monitors means that theeowf the context of
a monitor is the same as the label at the client position ofitbritor and the owner of
the guarded term is the same as the label in the server positithe monitor. Due to
the presence of run-time terms, there is one more case wieftaktels of the contract
system have to agree with ownership. CPCF uﬂ;mk'j‘(e, v) to check flat contracts.
This implies that the checking codés owned by the contract parfy We consider this
construct as another point where values change comporehth@owner oé must be
the contract party.

Synchronization of obligations and blame labels meansthwalabel at the server
position of a monitor is a member of the obligations annotetion positive ground-type
subcontracts of the monitor's contract and similarly foe tient label and negative
ground-type subcontracts.



In principle, ownership and obligations could be just olsses of the reduction se-
quence that do not affect evaluation. However, to provettf@tontract system allows
values to migrate from one component to another only whendhe under its control,
we use ownership to impose restrictions on value flows batweenponents. We en-
force asingle ownerpolicy that disallows mixing terms with different ownerastead
our reduction relation ensures that foreign values withgomponent are wrapped in
contract checks or that the contract system has complegeifred all (flat) specifica-
tions during the absorption of a foreign value into a commbne

Reduction Rules E'[--] E
|[na]|' + [|nz|| . n wheren;+ny, =n
[n]' — [Jnz]| . n wheren; —n, =n
zero?([0]]") St
zero?(HnH') . ff if n#£0
[[va]|' A2l Y wherevi Avp =V
[Iva][' v [v2]] .V wherev; Vvp =v
if [[et]|' er e e
if ||££]|' er e &
el v - ' /xyel!
pxe - {luxel'/xje
mon®! (K1 K2,V) . )\X.monlj(’I (K2,Vmonlj‘k(K1,X))

monj’l(Lflat(E)JI,,HCHI,) :

checklj‘(ec,c)

v—El | Eloae | vAEl | Elove | vvE
zero?(E) | ifEl e e

checkE(HttHj,v) v

checkj(Hfij,V) . errorlj<

E' [errorlj‘] o error'j(

Eval. Contexts E' = E'e|vE' |E'+e|v+E |E'-e|v-E'| E're
| VAE' | E've | vWE' | zero?(E') | ifE' e e
| mon;“(.E®) | mon; “(k.E!) | |EVI" | |E'[
| checkF(E'%V) | checklk,(El,v)
Elo= []|Ele|VvE" |Elote|v+El | Eo—e

|
|

Fig. 1. CPCF semantics enforces the single-owner policy

To implement this policy, we require all terms imexdexto have a single owner. Put
differently, our semantics does not perform operations aoes that have ownership
annotations with different owners. We usgl|' to denote tha¢ may have no ownership
annotations but if it has one then the owner labé¢lfer all such annotations:

llell' =1...]¢]"...|'  where for all label&k and terms/, e # |€/|X.



The single ownermolicy becomes critical for defining the reduction semamnfar
CPCF. A component should be able to perform an operationdfany if it is the
owner of all the arguments of the redex. This implies thdtezithe arguments inherit
their implicit ownership annotation from the context ortttieey come with an explicit
ownership annotation that matches with the owner of theestn¥We model implicit
ownership withabeled evaluation contextsee figure 1.

The reduction relation of figure 1 implements the single awpwdicy by reducing
redexes only if the label of the hole matches the owner of thegs of the redex. For
instance the rule for function application is more restr&than the original rule for
CPCF [3]. The latter allows the function and the argumensigetdifferent and multiple
owners. In contrast, the new rule fires only,ithe owner of the component, is also the
only owner of the function and the argument. The argumenihstituted in the body of
the function, annotated with the common owner so that it k@smpwnership annotation
no matter where it lands in the function body. The contexidins the body of the
function, which thus obtains the context’s ownership aatioh. Since the function and
the context have the same owner, however, the body of theéifum@tains its original
owner. This rationale explains all the rules, including thikes for monitors where the
client label must be the same as the label of the context. Wemeduction rules
create new values, as in the case of primitives operataes;dahtext becomes directly
responsible for the new value and thus no additional owigesimotation is necessary.
Finally, the check¥(e v) rules enable executing checking coaléhat originates from
j insidel, the owner of the hole. Doing so ensures thatd¢heck term is treated as
a component boundary and the resulieohust be owned by in order forcheck to
reduce. If the check fails, and an error is raised and blaheemitial ownerk of v.

Values retain their owner as long as they move inside the sammponent. They
change owner only when flat contract checking succeeds. Wheenhteck succeeds,
the contract system gives permission to the surroundingrooentl to absorbc, and
c changes hands betwekiandl.

The reduction rules concerning monitors for dependenttfoncontracts come in
three flavorsl (ax), p(icky) andi(indy). Here are their formal definitions:

(ka1 (xz), V)] HE! oxmon]f! ({x/X} ke, vmon; ¥ (K1, X))

= [mon ]

E' fmon*" (k1% (Ax.K2),v)] S E' Axmon' ({mon}*(k1,X) /°X} K2, v mon| ¥ (k1,x))]

E' [non!!! (k1+% (Ax.K2),v)]-5E' [Axmon'" ({mon'j’—’(KL X)/°X}K2,Vmon[* (K1, X))

The intuition behind these rules is explained at the endetttion.
The reductions employ a special functifgy°x}k, for substituting a terne for x in
a post-conditiork, of a dependent contract:

{e/°x}| f1at(l¢|")|" = [f1at({|e]" /x}[e|"))'

{e/°x} (K1 — K2) = {€/°X}K1 — {€/°X}K2
{e/°x} (k1% (Ax.K2)) = {€/°X}K1+S (AX.K2)
{e/°x} (k1+S (Ay.K2)) = {€/°x k1% (Ay.{e/°x}K2) wherex #y



The substitution in the post-condition implements a hiddpplication ofAx.k> to v.
The special substitution function makes sure that the aegile wrapped with an own-
ership annotation for the owner dk.K2, which is also the owner of the contract [3].

Flte TliFe Mlte Tlike Tillikes
Mllkc MliFe e Ml-ife e e3
MlI-eg MliFer TliFe MlFeg TlFe
;1 IF zero?(ey) Mli-Fe+e MlFe—e
MlFeg TliFe MlFe Tlke rw{x:1}lie
HlFegAe MlFeves 11 Axe
MkiFe k#l
ro{x:1};le rliFe r(x)=I kAl >k
;1 pxe r:li- \e\' I x rli- mon';"(K,|e|k)

Fig. 2. Well-formed source programs

As mentioned, ownership annotations and obligations mayppear at arbitrary
places in a program. To ensure the correctness of theseationst we use a static well-
formedness judgment;;| I- e, for source programe. The interesting cases in source
syntax are the ones concerning variables, variable bisdmgnership annotations and
contract monitors, and they appear at the bottom of figuren2.dccurrence of a free
variable in a term is one of the ways foreign values can floaw é@ntomponent. The en-
vironmentl™ keeps track of the origin of values bound to variables. lords the owner
of the spot where a binder for a variable is introduced. Tawenthat components are
free of foreign terms we force the single owner policy, b&nership annotations inside
a component must carry the same owner label as the comp&deran embed foreign
code in a component under the protection of the contracesyghat is, a component
can contain foreign terms as long as they are wrapped in atonaamnotation and
they are explicitly marked as foreign terms with an appm@erownership annotation.
In such cases the client label on the monitor must match threeowf the surrounding
component and the server label must coincide with the gkplimership annotation on
the guarded term. Note that this also allows the embeddifigefvariables as long as
they are monitored. Furthermore, the rule forces the cliadtblame labels on monitors
in the source code to be different to emphasize that morarersised on the boundaries
between different components in the source code.

The rule for well-formed monitors requires that the cortigowell-formed, i.e.,
that obligations inside of a contract are properly atteoutFigure 3 shows the rules
for well-formed contracts. The judgmehik;|; j > k has three label-related parts. The
first, k, includes the set of parties responsible for the flat cotgraig positive positions
in K. The secondl, corresponds to the parties responsible for the negatiséiqus.
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Mk > Ky MLEku{jh]> K
rjlke Mkl >k ro{x:jhkl;j>ke
Mkl j > [f1at(|ell) ¥ K> K= K2 Mkl j > Ky (ko)

Fig. 3. Well-formed contracts

Finally, j is the owner of the contract code. The initial values of tHabels are drawn
from the monitor expression, and they are propagated byuatstal traversal ok

to its pieces. The server label is initially the only membéthe labels responsible
for the positive pieces of the contracts while the clientlal the only member of
the parties responsible for the negative pieces. Also tiéract label of the monitor
is appointed as owner party of the contract’s code. In the cdsunction contracts,
the set of responsible parties are reversed in the pre-tomd#] and for dependent
function contracts the contract pargyis added to the set of labels responsible for the
pre-condition. In the latter case, we record in the envirentthe variable that binds
the argument in the post-condition with the contract pastitaowner. After allx is a
binder that belongs to the contract’s code. Finally, fordtattracts the rules require that
the obligation annotations on the contract coincide with gbt of parties responsible
for the positive pieces of the contract and that the parity explicitly marked as the
owner of the contract code.

Note: This semantics of CPCF differs from the semantics of ouriptesswork. The
main deviation is the introduction of the single owner pglithelps us prove complete
monitoring, a deep notion of correctness for a contractesyghat subsumes blame
correctness.

In our previous result, ownership and obligations are usetify that whenever a
contract error is raised, its witness value is owned by thigyghat is blamed and that
the party failed to satisfy one of its obligations. Tpieky semantics fails to live up to
this standard [3]. The problem witickyis due to the way the semantics decorates the
monitor that protects the argument in the post-conditioa dependent contract on a
function f. More specifically, the monitor holds the serverfofesponsible for invalid
uses of the argument inside the contract despite the facthbaserver does not have
control over the flow of values in the contract.

Theindy semantics eliminates this shortcomingpacky. It treats the contract as a
separate party that is responsible for the use of valuedltvatin the contract. Thus
the semantics injects monitors that protect the argumeththafd the contract itself
responsible for any use of the argument in the post-comdiifca dependent contract.
The obligations of the contract party are the flat contracteative position of the pre-
conditions of dependent contracts, which also explainswihyse sets of labels for the
obligation annotations. A flat contract can be part of thégaltions of the contract party
and, also, of the client or the server.

Our blame correctness criterion, though, is not strong ghdo decide whether
lax is preferable tandy, or vice versa, as both of them are blame correct. In fact-it ad



mits contract systems that permit uncontrolled flow of valbetween components. The
problem lies with the way the original semantics of CPCFte@avnership. It allows
for components to mix freely and for values to acquire midtipvners as they cross
boundaries. For instance a tefefl can show up without any restrictions as a sub-term
of a term|e/|. Similarly a valug...|v|'1...|'" comes with multiple owners as the annota-
tions keep track of the whole history of migrations from onedule to another. These
annotations do not affect evaluation, however, becaugadres them and proceeds as
if they are not there.

Our new semantics turn ownership into a computational detfat is exploited to
enforce the single owner policy. This change enables usite gthen a contract system
is acomplete monitofor all specified propertie€nd note

Contracts without post-condition:

O<real<l? . -> . O<real<l?
Server

o 1
—fee—

O<real<l? . -> . real?

Lax contracts for post-conditions:

O<real<l? . -> . O<real<l?
Server

S 1

#:post-cond

le—

Picky contracts for post-conditions:

O<real<l? . -> . O<real<l?
Server

fl
ol e

Fig. 4. Monitoring in pictures
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3 Complete Monitors with Pictures

While we can use the CPCF model to articulate a formal criteciomonitoring com-
pleteness, it can also provide an intuitive understandfribeoidea. In this section, we
present three pictures of contract monitoring that emptoyes of the elements of the
CPCF model and introduce complete monitors on this basis.

The first picture in figure 4 illustrates how the contract egstnonitors the contract
of d/ dx without its#: post - cond clause. The client ownfs and appliesl/ dx to it.
Pictorially, it ships to the server over th& dx channel. The contract system monitors
the channel and attaches the appropriate pieces of theacomdf . Thus the server
component receives a wrapped versioif .of he wrapper checks that the argument and
the result of any application to are real numbers between 0 and 1. The result of the
applicationf p, returns to the client component via a similar channel.

Our pictures use shapes to expressmershipof values. Thug comes in arellipsis
to match the shape of the client aiglis in arectangle like the server component that
creates the function. If the client were to papdack to the server to create the second
derivative off , the value would come in an ellipsis around the rectangldfamdontract
wrapper. In other words, wrapping shapes within shapestiites how the semantics
uses ownership to keep track of a value’s provenance.

Similarly, shapes on the input-output arrows matkigations In particular, the
flat contracts that guard channels have the same shape asniporent responsible
for satisfying them. The characterization holds for botimponents and higher-order
values that flow back and forth and receive wrappers.

In a graphical form, our picture suggests that if the iniiedgram iswell-formed
meaning it separates the client and the server componemtwitoperly formed con-
tract boundary, a complete contract system preserves gawonvariant. The first part
dictates that each value has the same shape as its origifitfnedyrigin differs from the
current host component, then the contract system guardathe with contracts. The
second part adds that the host component is responsiblecfeting the pre-condition
for the uses of the foreign value and the origin componergspansible for the post-
condition.

Even though the invariant seems easy to maintain, addingtbaé: post - cond
clause shows that doing so poses subtle challenges. Celyceepost condition clause
consists of a piece of code and thus introduces a new compdnenreal-world lan-
guage such as Racket, this new component could exist witieirsérver module, the
client module, or as a third-party component all by itse|f§2.3]. No matter where it
exists, it hosts both andf p, and this co-habitation is the source of all subtleties.

The new component connects to tiledx channels with its own branch channels
and can thus absorb the values from these channels. As thedspicture of figure 4
shows, thdax semantics allow$ andf p to enter the new component before they flow
through the monitors—meaning no guards are attached to tle@sehannels. Sinde
andf p have different owners, at least one of the values must bademesl a foreign
value and, as such, inhabits the component without the saceguard.

In contrast tdax, picky protects these additional channels of communication, too.
Figure 4 explains this idea with forks in the channathindthe monitors that protect
the channels. Unfortunately, the obligations for the flattcacts in thet: post - cond
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component do not agree with the second part of the complketeneariant. That is,
at least one of the two values inhabits the new component aseggh value but is
protected by misshaped contracts.

As the next section shows, the third contract monitorindesys dubbedndy, ad-
dresses both parts of the invariant across the entire catiuoit Technically, our frame-
work serves as an independent specification of the conlysietra and excludes scenar-
ios such as the two above by halting computation when théesimgner policy breaks.

4 Complete Monitors Formally

The CPCF semantics enforces the single owner policy. If exddes not respect it, the
evaluation gets stuck. Since embeddings of foreign ternascomponent are wrapped
with contract monitors, such stuck states are evidencethalue has leaked from one
component to another without the contract system’s apjhrthva contract system can
eliminate all such stuck states and force programs to retecgalue or to diverge or to
raise a contract error, then the contract system insulagesamponents of the program
and regulates exchanges of values between them. We callasgohtract system a
complete monitar

Definition 1 (Complete Monitors for CPCF). A contract semantics m specifies a
complete monitoif for all well typed terms gsuch thatz; |, I e,

— e -, vor,
— for all e; such that g =, e; there exists £such that ¢ = e or, B
— ep—*. & 7, error and there is at least an®f the form I’:"[monlj("l (|f1at(e)]',v)]

and for all such termsgv= |v1|*and ke I.

Complete monitoringakes advantage of the ownership and obligation annotation
to verify that well-formed programs do not get stuck. In aiddi if a contract error is
raised indicating contragtfailed, then for all checks of flat contracts fromthe owner
k of the guarded value is identical to the server label on tiéraot monitor and the flat
contract is part of the obligations &f Clearly, this gives more guarantees thdame
correctness

At first glancecomplete monitorin@ppears too weak to establish the correctness
of a contract system; it simply guarantees that when a valogses a boundary, the
contract system attachesmecontract to it and that if a contract violation is detected,
blame is assigned to the party that contributed the witnakseyWhat complete mon-
itoring doesnot require is that the contract system (1) attachegptbper contracts to
migrating values and (2) checks flat contracts. Point 1 amscthe decomposition of
compound contracts, i.e., a contract system must checkébespof a compound value
(for example, functions) with the proper pieces of theirtcacts (for example, domain
and range). In CPCEF, this property comes for free with typmdaess which forces the
proper distribution of compound contracts over their pesteeretain type safety. As for
point 2, it is necessary to ensure that a contract systenalbctxecutes the applica-
tion of the predicate to the witness value. Again, this isiobs in the case of CPCF
and it is easy to check in general. In short, complete mdnijds the main ingredient
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language designers must check if they wish to implement@cocontract system; the
remaining properties can be validated by inspection.

We show now thaindy is acomplete monitowhile lax is not. The proof of com-
plete monitoring follows a subject reduction techniqueikinto those of type sound-
ness [10]. The first subsection presents the constructidgheoBubject, progress and
preservation, and how these results imply completenessdyr The second subsec-
tion presents how we construct a counter-example showmgntompleteness déx
andpicky.

4.1 Indy Is a Complete Monitor

The judgments for well-formed terms and well-formed coctisamply both the single
owner policy for components and the agreement between ordaliels, ownership and
obligation annotations for monitors. They are too weak, &, for the proof because
they do not cover all intermediate terms. The semantics @F&ses a superset of the
source language of CPCF to deal with errors and contracksh®&toreover, evaluation
constructs monitor terms that are not well-formed accardanour rules. Fortunately
this is only temporary; after some reduction steps, thesdrecome well-formed again.

In order to account for the extra intermediate terms, we gaize well-formedness
for terms and contracts. The generalized judgment for feetired terms in most cases
is almost the same as the corresponding source code judgrmgunte 5 shows only the
extra/modified rules.

Mrjre T;llkv Mkee Ti{kh{l}j>k

Ml errorlf I checkh-((e,v) r:li- monlj(’I (k,€)

Fig. 5. Well-formed intermediate terms

According to section 2 a monitor in the source code is watllried if its negative
label matches the owner of the monitor, its contract is iartred and the guarded
term is explicitly annotated as property of the server. Rterimediate terms this last
condition is too strict. The reduction rules for monitorsfafction contracts and de-
pendent function contracts result in monitors where thégoted term is a variable or
an application. Because this happens in a restricted wayed fixmber of steps yield
monitors where the guarded term comes with the correct shigannotation.

We capture these cases with the judgment of loosely wethéalr termd;| E €;
see figure 6 for the definition. A term with an ownership antiotawith labell is
both well-formed and loosely well-formed if the owner of tteem isl. A variable is
loosely well-formed if the environment verifies that theighte shows up in the same
component as its owner. After all, the variable is going to be substitiavith a value
of shapelv|'. An application is loosely well formed if the operator hasiige;|', the
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operand is well-formed undér and! is also the owner of the application. After the
application is performed the resulting term is owned by

As for ;I IF check'-‘(e, v), well-formedness requires thais loosely well-formed
underj andv well-formed undet, the owner of the check. The second part is necessary
because is going to be embedded in the componkas is if the check succeeds. The
first is required because the contract chedstablishes a component boundary sepa-
ratingl from j. Our approach demands that all such boundaries are indieaficitly
with ownership annotations. However, when the check is dirsatedg is an applica-
tion with shapqel\j v. Again, after, the application the ownership annotatigoyzear
at the right place and until then loose well-formednessesfto admit the term.

rliFe rx)=I Flre TiliFe
r:lEle M Ex FlElel e

Fig. 6. Loosely well-formed terms

The judgment for well-formed contracts requires a minomgjea
Mjlke kCk
Mkl j o [£lat(lell) ¥
The rule for flat contracts is weakened so that it requirepérées responsible for the
positive pieces of the contract to be a subset of the obtigatdf the flat contract rather

than the same set.
Now we are ready to proviady correct.

Theorem 1. 5 is a complete monitor.

The proof is direct consequence of two major lemmas: pregaes preservation. A
well-formed typed, term reduces to another term unless &we\wor a contract error.

Lemma 1. (Progress) For all e such that;| |- e, e=vore= error'j‘ ore-s ey.
If a well-formed term reduces accordingitaly, it reduces to a well-formed term.

Lemma 2. (Preservation) For all e andgsuch thatz;l, I- e and el ey, Tilo I €.

4.2 Neither Lax Nor Picky Is a Complete Monitor

In contrast tdndy, lax is not a complete monitor.
As an example wheriax does not manage to live up to complete monitoring, con-
sider the following program.

NP = mon"° (k) , |Ahy.hy Ax.5 (Ag.g 1)[¥) (Af Ahy.hy Ax.6)
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where
K = ((LP”J"’ =[P4 S (k) = [P
Kt = (([PAJ< = [P2]'°) % (Ag.kP)) = [P K
,2: [flat(|Ax. zero’>(f 1-g0)|") ¥
P2 = flat(JAxx>0[").

For alll € L if k# lo, thena; 1, IF I'Ilo. The constraint ol andl, comes from the rules
for well-formed source terms and captures the intuitiort twatracts are used as the
interface between different components.

MY is a not a unique program but rather a schema of programs. Latzn be
any label including andl,. Also I'I|° is not interesting in terms of computation. What
makes it an example worth considering is its contigcand more specifically its flat
sub-contrack?. Note thatk? invokes f on a positive number anglon 0. In addition
the value bound td, f, = Ax.5, comes from the cliert while the value bound tg,

Ov = AX.6, originates from the serv&r We start by showing thatmust equal, in order
to satisfy complete monitoring. The reductionf®f eventually appliesy to 1. After
the substitution off, for f in K|2 we get

= [flat(]Ax.zero?(||fy|"°|' 1—g0)|") |¥.
In order for thdax system to satisfy the complete monitoring conditixfhmust remain

well formed:
(F:lg: 1} {ky: {3 >k

This judgment, however, demands tHat: 1,g: 1};1 I || fy|'|', which in turn requires
thatl must be equal t&,. If so, the contract looks like this:

= |f1lat(]Ax.zero?(||fy[o[lo 1—gO)['o) |K.

The next few steps of the reduction process produce a sttestimconsistent with
complete monitoring. Specifically(‘2 also appliegy to 0:

kL' = [£1at(Axzero?(||fu[[* 1 [|g/ 0)['*) J*.

And this last contract disagrees with the subject beckes@anot equdl,. More specif-

ically
{f:10,0: lobi {k} {Hilo K]

since{f :1o,9: lo};lo If* [|ov|¥".

Our example shows that independently of the choidelﬂf does not respect preser-
vation under théax semantics. As a consequeriar can violate the single owner pol-
icy. Indeedn? —., E'[||gy[|'> 0]. This last state is a stuck state as it involves the ap-
plication of a function that has multiple owner tags, i.ehas crossed contract-free
boundaries between distinct components.

Theorem 2. - is not a complete monitor.
The same example shows thpatky CPCF is not a complete monitor.

Theorem 3. % is not a complete monitor.
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5 Mutation Needs Complete Monitors

The principle of complete monitoring provides guidancetfar addition of linguistic
features to CPCF. Concretely, consider the addition ofreefee cells, i.e., sharable,
mutable data. Doing so requires both a notation for cordrawtcells and also a mech-
anism that monitors all channels of communication betweamponents that exchange
cells.

We investigate this setting via CPCF!, an imperative var@rCPCF. The source
syntax of CPCF!, figure 7, extends the source syntax of CP@thve standard oper-
ators of a language with mutable cells. CPCF! also comes euittiracts for mutable
cells,ref /c(K). Intuitively the contract specifies that the protected seduld conform
at any point withk. CPCF!, just like CPCF, is typed. The type system and its doess
impose no challenges, and are omitted.

Types T =... | ref(1) Values v=... | loc | y
Contracts K = ... | ref/c(K) Guardsy=G{v (kI 1)}
Terms e=... | ref(e) | get(e) | set(ee)

Fig. 7. CPCF! syntax (left) and intermediate syntax (right)

The additions to the source syntax demand additions to tinititns of well-
formed terms and contracts. The first are straightforwagdirang that the arguments
of the operators related to store are well-formed underahgesowner as the operator:

MliFe rliFe MNlFeg TliFe
M1k ref(e) M1 IF get(e) M1 set(er, )

The second addition poses a small challenge. The same cemipzan read from, and
write to, a mutable cell. Thus the distinction between ¢8eand servers of the contents
of the cells collapses. To reflect this insight, the rule fedlviormed contracts on cells
merges the parties responsible for the negative and pegitces of the contract when
assigning obligations for the contract that protects thatemats of a cell. All partie$
andk have the obligation to treat the contents according to timéraot both as clients
and servers:

kK j o> K
F,E,l_,j > ref/c(K)

Mutable cells are represented at run-time as memory latslioe. To enforce con-
tract checks on the contents of memory locations we have lay ddecking until a
component tries to read the location. For that reason wedotre guards{v (K k | j)}
as intermediate terms. They are contract monitors simjlacﬁ'j‘" (k,e). The difference
is that in contrast with monitors, guards are values, ans they attach themselves per-
manently around locations when the locations cross comypdrmindaries. Figure 7
shows the intermediate syntax for CPCF! that extends tlkeermediate syntax of CPCF.
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The definition of the reduction relation for CPCF! demandas@reparation. Loca-
tions require the presence of the addition of a store, whienges the shape of states.
They now have two parte ando. The reduction relation describes now transitions
between such stateE'[e],0 & E'[€],0’. Moreover we derive additional evaluation
contexts from the new operators just like for the primitiyeemators in CPCF.

Now we are ready for the reduction relation of CPCF!. The o#idua rules for CPCF
become also reduction rules for CPCF! after adding the séonesn both sides of each
rule. The additional operations on mutable data, figure8sanightforward when they
are performed directly on store locations. They only fire mwiige context owns the
location in order to guarantee that a component can readit& t@rproperly acquired
cells. Things become interesting when a component otharttigacreator and owner of
the location tries to access or modify the location’s cotselDoing so requires a guard
G{v (k k 1 j)}. Guards are the result of a monitor of a contreet /c(k) on a valuev.
They contain the guarded value, the contraand the labels that decorate the monitor.
A get(|]y||') opens the guardand delegates thest operation to the value that resides
in y. Moreover it wraps the result with a monitor built out of threntract and the labels
fromy. This ensures that the contract is checked when the hostamnptries to use
the value obtained from the location.

Writing a valuev to a mutable cell via a guarglis also delegated to the value that
resides iny; V' is wrapped with the appropriate contract monitor. Howeivethis case
the semantics must take into account two other factorst, Eirset operation creates
a flow of values in the opposite direction thaget operation. Thus the server for the
new content of the location should be the client for the old and vice versa. Second,
the result ofset should be the same guaydis the one applied on the operation. This
ensures that the location remains protected. To achiesgthid reduction rule reverses
the labels on the monitor of the term that is written in theatgan and wraps the whole
operation with a monitor that is going to reprodugeFinally the rule expands the
operation into a function application so thatbecomes explicitly decorated with the
label of the host component before written to the location.

E'[ref(v)],0 o E'llog], 0’
whereloc ¢ dom(o) ando’ = oW {loc+ v}
E'[get(][locl[)].0 = E'V']0

whereo = ¢’ @ {loc+— v}
E'[set(|[loc|',V)],c 5 E'[|loc|'],0’
whereo = ¢” W {loc+ v} ando’ = ¢” W {loc+ V'}
E'lmon (ref /c(k),v)],0 > E'l6{v (k k | })}],0
E'lget(Iv[)],0  E'[lmon’ (k get(v))|']. 0
wherey=G{v (k k| j)}
Ellset(Iyl]',[[VIN],0 - E'[|(Axmon® (ref/c(K), set(v,mon"*(k,x)))) V/|'],0

i i
wherey=G{v (k k | j)} andv’ = |V

Fig. 8. Operations on mutable data
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Proving that CPCF! is a complete monitor follows the saméepatas for CPCF.
We first adapt the definition of complete monitoring to a se@mantics.

Definition 2 (Complete Monitors for CPCF!). A contract semantics m specifies a
complete monitoif for all well typed terms gsuch thatz; |, I e,
- &,2 3, v,01 O,
— for all terms g and storeso; such that g, @ =, e(,0; there exists termzeand
storeos such that g, 01 = e, 05 Of,
— e,2 -3, e;,01 -3, error¥, 0, and there is at least amesuch that g is of the form

E' [monlj(’l(Lflat(e)Jl,v)] and for all such termsg v= |v1|< and ke I.

Then we generalize well-formedness for source code andamstto intermediate
terms and prove preservation and progress main lemmas.utijecs consists of two
new judgments; ;| IFeandZ;T;k;l; j > K.

The most important modification to the corresponding sulife€PCF is the intro-
duction of store ownership, which establishes that thees®wwell-formed. The store
ownership relates locations and owners. A store is wethat if its contents are well-
formed under the owner store ownership points to.

for all loc € dom(o), Z; @; 2(loc) I o(loc)
>~0
This is necessary for the same reason that store typing ésgaxy to prove type sound-
ness for languages with mutable data: it admits circulamithe store.

The generalized judgment for well-formed terms and cotdrecalmost the same
as the corresponding well-formed judgments in CPCF. Therdifices are the addi-
tional rules for store operations and that together withethéironment, it propagates
the ownership typing. There are also rules for guards aratitmts:

>(loc) =1 kv Ik 1Tk} >k

Z;1 Ik loc SlEG{vk (k k 1))}
A location is well-formed only under the owner that is asated with in the store
ownership. Well-formed guards are only those where thedpdhralue is explicitly
annotated as owned by the component with the positive l&pat (the guard. Further-
more, the contraat must be also well-formed. The last labg) éerves as the owner of
the contract’s code. Since guards are used to protectdmsatind locations can be used
by components both for writing and reading both the negddilbell and positive label
k must be responsible for the positive and negative pieces of

Furthermore we need to extend the CPCF rules for looselyfartied terms with
store ownership. We also add two rules due to store relatechtipns:

%hlike hillFe ZiTlIFe
> Tl get(|e) Ml Eset(le), )
Theget andset operators are loosely well-formed if the term in the positbthe mu-
table cell is tagged with the owner of the operation. The cédn semantics guarantees

that reducing the operation produces a term explicitly ahingl .
We can now show that thady semantics is a complete monitor for CPCF!.

Theorem 4. - is a complete monitor.
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6 Complete Monitors Enable Typed-Untyped Interaction

Typed Racket [8] enables mixing typed modules with untypadket modules. Type-
like contracts prevent untyped code from violating the tgfgeipline when interacting
with typed code. Tobin-Hochstadt and Felleisen [8] defing arove the soundness of
this approach in a multi-lingual setting via a so-calledrBé&aTheorem, a name due
to Wadler and Findler [9], which establishes that a prograsctetion can only raise
contract violations due to the untyped part.

To prove type soundness for an imperative version of thitegysve create an un-
typed sister language of CPCF!, UCPCF!, with a shared temmagy and prove the
corresponding blame theorem exploiting complete momitpfor CPCF!. As CPCF!
has only base types, function types, and reference typagfites to consider only the
corresponding contracts:

k=|1I]' | [B]' | k=K | ref/c(K)

This restriction enables a series of additional simplifarz in our framework. First,
flat contracts contain only built-in predicates and nottaaloy code. Thus their code is
not the property of any specific party. This decision is réfiddn simpler rules for
well-formed flat contracts:

Fklijo 1% rkl;j > |BJ*

Second, the omission of dependent function contracts mh&elistinction between
lax, picky andindy irrelevant. We use- without any subscript to denote the reduction
relation for UCPCF!.

Third, checking of flat contracts does not require the spebieck construct:

!

E'fmon (1), IInll")].0  E'la), 0

E'[mona-(’l(LIjli,Hc||l )],0 = E'[error!],aif c #n
El[mona-(’l(Llei,Hc|||/)},0% E'[c),0 if ce{tt,£f}
E'[on}' ([B]", |c[|")],0 — E'[error], o if c ¢ {tt,££}

The untyped nature of UCPCF! obliges us to extend the reglucélation of the
language. Type soundness for CPCF! allowed us to ignorexesdéke ||v4||' ||vz||'
wherev is not a function. In UCPCF! such statean occur. We deal with them by
introducing dynamic type erromror'T wherel is the owner of the hole in which the
ill-formed redex occurs.

This change must be propagated to our definition of completeitaring. The def-
inition of the property includes an extra case for run-tiggeterrors.

Definition 3 (Complete Monitors for UCPCF!). A contract semantics m specifies a
complete monitoif for all terms g such that; |, IF e,

- &, @ S, v,o0r
— €, Y . error!r,c or
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— for all terms @ and storeso; such that g, 5., e;,0; there exists termzeand
storeo, such that ¢, 01 ™ e,0, or,
k

- €, 5, 1,01 errorj,0 where j# 7, and there is at least amesuch that

e is of the form E[mon'j‘"(LIj_",v)] or e is of the form E[mon'j"I (1]",v)] and for
all such @, v= |v¢|“ and ke I

The addition of run-time type errors does not eliminate itk states. The single
owner policy still must hold for a redex to reduce. We can shibaugh, that these stuck
states are not reachable and establish-th@ a complete monitor for UCPCF!.

Since CPCF! and UCPCF! share the same source code synta,ith@ subset
of UCPCF! programs that are well-typed under CPCF!'s soype system. We use
S,G Fe:1to express that a term has typet given type environment and store
typing s. For simplicity we assume that there are only two componaiels,u for
untyped code andfor typed code. We can extend CPCF!’s type system to allow for
embedding of untyped UCPCF! code:

S,G e S,GFv
5.6 Fmon\ (k€)1 T[[K]] S,gF6{v(kut j)}:T[K]

The meta-functionf maps a contract to the corresponding type. For flat contracts
7([[1)4) =1 and7 [[|B|]] = B.

The judgments, ¢ - e denotes that any typed code embedded in untyped code is
well-typed. The judgment structurally decompose$hings become more interesting
when a sub-term is typed:

S,6 Fer T[] S,6 FviT([[ref/c(k)]]
.6 Fmonj!(K,€) S,6FG{v(ktuj)}

Free variables and locations in typed code can only origifratn typed code. This
goes hand in hand with the idea that a well-formed term cay r@fiér to variables and
locations of the same owner as the term and writing and rgddieign mutable cells
can be done only through guards.

We can now state and prove the Blame Theorem.

Theorem 5. (Blame Theorem) For all UCPCF! termg such thatz, @ F eg anda; ul-

€0, € A« errortj.

In our setting the proof of the theorem benefits greatly framplete monitoring
as it allows us to reduce the space of the proof cases. Fanicestwhen typed code
retrieves values from the store, complete monitoring gutaes that those are either
the property of typed code and thus, from type soundness RF&RT, they are well-
typed, or they come from the untyped code and thus they arpp&thin a contract
monitor. This observation reduces the proof cases esbgrntiaonly those that create
new contract monitors. There we utilize the subject intmtlin this section to make
sure that the new monitors that contain terms from the ty@ety@re protecting the
code with contracts that correspond to their type.
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In essence the proof of the Blame Theorem says that typed ésram only show up
inside monitors of the forrmontj’“(K,e) and that for some andg, s, Fe: T[[K]].
Since type safety guarantees that type erEQﬁSortq_ do not emerge in any case, we
must only rule out contract errors blaming the typed codetrrFcomplete monitoring,
this requires a failure of a contract check of the fmnmtj’“(K, l|c||') wherek is a flat
contract. However, this is impossible sinee - ¢ : 7 [[k]] and by the semantics for
flat contract monitors and the translation of contracts pe$yno such check can fail.

Thus no error blaming the typed code ever occurs.

7 Related Work

Ourresults are based on decades-long research in beHaaotact systems and track-
ing of provenance. A review of and comparison with resultfhiese fields can be found
in the related work section of Dimoulas et al. [3].

Here we focus on the critically important work of Zdancewi@k [11]. They use
the idea of principals for proving type abstraction. In ttegmantics, each component
is a different principal that allows other principals to ess its data only through ab-
stract operators. If a principal tries to manipulate disedata that it does not own, the
evaluation gets stuck. In the type system foreign data isrgan abstract type. Thus if
the type system is sound all stuck states are unreachable.

While Zdancewic et al. directly inspire our single owner pgliour semantics is
unrelated to theirs and we apply the idea to define and proweed property of contract
systems instead of type systems.
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