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Internet and Net Neutrality in Europe

. Vodafone welcomes the Commission’s consultation on net neutrality. This topic is
important not only because we need to ensure that European citizens continue to
enjoy everything the internet has to offer but because we need to understand how
commercial relationships can evolve to meet these needs. The telecommunications
industry faces two particular challenges: the continued rapid growth in internet traffic
and the demands this is placing on existing network infrastructure (particularly
mobile); and the emergence of powerful, vertically integrated internet players who,
whilst they do not control network access, are in a position to determine how users
experience the internet.

. We will need to make sure that we safeguard the ‘net freedoms’ of European citizens
whilst continuing to allow the same restless innovation — in technology, services and
in business models — that has driven the internet forward for the past twenty years.

. The internet transcends national boundaries and Europe can take a lead in the global
net neutrality debate. If we can provide clarity and certainty for investment then we
should be able to gain a degree of competitive advantage for Europe’s internet
players. If Europe can find a measured, practical way forward then other nations
might be encouraged to follow. The Commission’s consultation paper, and the
availability of an existing legislative basis (in the form of the recently revised EU
Regulatory Framework), gives us some confidence that we can do this.

. Vodafone has already commented elsewhere on many of the issues addressed in this
guestionnaire. We include relevant documents in Annexes to this response and refer

to them where appropriate. Comments and questions on this submission are always

welcome and should be addressed to richard.feasey@vodafone.com.



Question 1: Is there currently a problem of net neutrality and openness of the
internet in Europe? If so, illustrate with concrete examples. Where are the
bottlenecks, if any? Is the problem such that it cannot be solved by the
existing degree of competition in fixed and mobile access markets?

1. No, we do not believe there is currently a ‘problem’ with the openness of the internet
in Europe. We agree with the Commission that access to the internet for European
users has been ‘more or less unrestricted’ and that ‘the multi-sided nature of the
market means that they [ISPs] still have strong incentives to make available a wide
array of content’*. The early days of ‘walled gardens’ have been replaced by the open
mobile internet we see today. No mobile or fixed operator has been able to maintain a
‘closed’ internet platform in the face of user expectations and competition between
providers.

2. Itis important, however, to be clear about what we consider an ‘open internet’ to be.
We believe an ‘open internet’ is one in which users can obtain access to any legal
services?. But an ‘open internet’ is also one in which users are free to determine for
themselves what services they buy and where the needs of those users are likely to
be many and varied. An ‘open internet’ is one in which users are sovereign.

3. In practice, this is likely to mean:

a. firms will need to offer a range of different internet services or packages rather
than a one standard ‘internet’

b. some packages might restrict the use of certain services if users don’'t want to
use them?

! European Commission ‘Questionnaire for the Public Consultation on the Open Internet and Net Neutrality
in Europe’, 30 June 2010, p.5

2 It is generally accepted that the blocking of ‘unlawful’ services is consistent with net neutrality goals. For
example, Vodafone currently blocks access to certain sites identified by the Internet Watch Foundation
which contain unlawful and harmful images (see

http://www.vodafone.com/start/responsibility uk/customers/content_control.html) and there are now a
number of legislative proposals in Member States which may in future require operators to block access to
certain sites which promote unlawful copying of copyrighted material, see e.g. http://www.uk-
legislation.hmso.gov.uk/acts/acts2010/pdf/ukpga_20100024 en.pdf p.17.

% This is the position, for example, with respect to VOIP over mobile networks which Vodafone operates.
VOIP can be used on some but not all of the data tariffs offered by Vodafone in Europe. This allows those
who wish to use VOIP to select these tariffs, whilst those who do not wish to use VOIP can select a tariff
which allows them to pay less for their data services. (see http://online.vodafone.co.uk/business/business-
internet/broadband-via-mobile-phone)



http://www.vodafone.com/start/responsibility_uk/customers/content_control.html
http://www.uk-legislation.hmso.gov.uk/acts/acts2010/pdf/ukpga_20100024_en.pdf
http://www.uk-legislation.hmso.gov.uk/acts/acts2010/pdf/ukpga_20100024_en.pdf

c. users can easily discover what services are available and are able to switch
between packages and between providers to get to the services they want

4. This view of the ‘open internet’ suggests that the Commission and other policymakers
should concern themselves with what the market as a whole is delivering for users
and concern themselves less with the conduct of any individual firm, much less any
individual tariff or service. Of course, if competition reduces, the firms and the market
may become synonymous and the conduct of individual firms would come under
closer scrutiny. But with sufficient competition — as we have in Europe today - users
should be able to obtain what they want from the market*. Problems would arise only
if it were to become apparent that competition in the market was not meeting
customer needs.

Question 2: How might problems arise in future? Could these emerge in other
parts of the internet value chain? What would the causes be?

1. We share what we take to be the Commission’s assumption that threats to the open
internet are most likely to arise if a firm enjoys a significant degree of market power
and is in a position to frustrate consumer choice and/or to restrict competition in a
related market.

2. The example of a net neutrality problem that is often cited is the much publicised
Comcast/BitTorrent case in the United States in which a cable network operator
attempted to block access to P2P video services that competed with its own TV
services®. This example may not, however, be particularly helpful to the European
debate. Competition between network operators, as the Commission itself notes,
means that problems of this kind are likely to be exception rather than the rule in
Europe. Even if one operator were to attempt to block access to certain services, its
competitors will not. Network operators in Europe also appear less integrated into
upstream internet markets such as content provision, which reduces the incentive and
capacity for them to exert market power over the internet.

3. We think it is inappropriate to engage in unsubstantiated speculation about where
problems might arise in the future. The most significant threats to the open internet

4 This might suggest that the Commission or national regulators should investigate further if access to
certain services is restricted in some Member States when it is available in others. There may be good
reasons for this (e.g. no demand), but we would generally expect European citizens to be able to access
the same range of internet services throughout the Union.

® See http://www.publicknowledge.org/pdf/fp_pk_comcast_complaint.pdf



may lie not in network access markets but in other parts of the value chain. A study
for Vodafone showed that several other internet services markets are at least as
concentrated as the network access market, and that the participants in these other
markets are often much more extensively integrated along the internet value chain®.
It is important that the Commission and national regulators understand and monitor
the functioning of the entire internet value chain instead of limiting their focus to the
network access market. ‘Net neutrality’ ought always to be shorthand for ‘internet
neutrality’ rather than the more narrowly defined ‘network neutrality’.

Question 3: Is the regulatory framework capable of dealing with the issues
identified, including in relation to monitoring/assessment and subsequent
enforcement?

1. In the short term, we believe the answer is ‘yes’ insofar as net neutrality refers to the
network operator element of the internet value chain. For the reasons we discuss
below, we believe that last year’s revisions to the EU Regulatory Framework provided
a reasonable basis for regulatory oversight and action if needed’. In this sense,
Europe appears to be at a significant advantage to the United States.

2. In the longer term, we face a challenge because Europe lacks a regulatory framework
— other than through the application of European competition law — which would allow
oversight of many of the non-network (and non-European) participants in the internet
who might be in a position to influence its openness or neutrality®. This, however, is a
extremely complex area which requires significant further work before any legislative
proposals could be considered. In the sense implied by the Commission in this

® This is attached as an Annex

" Specifically, Articles 20(1)(b) and 21(3)(c) and (d) of the Universal Service Directive Article 22(3) of the
Universal Service Directive, see,
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/09/513&format=HTML&aged=0&languag
e=EN&guiLanguage=en#footnote-1

8 The Framework applies to providers of ‘electronic communications services’, a definition which has not
changed much in over a decade. This includes most providers of telecommunications infrastructure but
would exclude many other participants in the internet who provide internet services and who are also in a
position to influence the openness of the internet. Other Directives such as the E-Commerce Directive
address providers of so-called ‘Information Society Services' and so include many providers of internet
services. But these Directives do not attempt to address the kind of competition or consumer issues which
are the focus of either the Framework or of this consultation.



consultation, no further legislative action is necessary in relation to net neutrality in
Europe.

Question 4: To what extent is traffic management necessary from an
operators’ point of view? How is it carried out in practice? What technologies
are used to carry out such traffic management?

1. Traffic management has long been an important tool in meeting the needs of users of
internet services. As the Commission notes, traffic management is already employed
by network operators for a wide range of different purposes, and more are likely to
emerge as the requirements which users and services impose on the network become
more complex . Examples of current and anticipated network management practices
include:

a. blocking spam, malware, denial of service attacks and other security threats to
the network or to user devices

b. ensuring that specialised applications such as voice over IP, multi-player
gaming or some medical applications can be delivered in a way which ensures
optimal performance of those applications

c. restricting the use of services if the user agrees to restrictions, often in return
for a price discount™®.

® The best list we have seen appears in the Verizon-Google statement, in which those parties consider

‘reasonable network management’ to be ‘any technically

sound practice: to reduce or mitigate the effects of congestion on its network; to ensure network security
or integrity; to address traffic that is unwanted by or harmful to users, the provider’'s network, or the
Internet; to ensure service quality to a subscriber; to provide services or capabilities consistent with a
consumer’s choices; that is consistent with the technical requirements, standards, or best practices adopted
by an independent, widely-recognized Internet community governance initiative or standard-setting
organization; to prioritize general classes or types of Internet traffic, based on latency; or otherwise to
manage the daily operation of its network’ at http://www.scribd.com/doc/35599242/Verizon-Google-
Legislative-Framework-Proposal

19 The Commission (p.7) appears uncertain how Vodafone (and perhaps other operators) apply VOIP or
other restrictions. Vodafone currently applies restrictions in its core network in relation to subscribers on
particular tariffs. These subscribers remain free to use any device on the network and to download any
application, including VOIP applications, from any website. Vodafone itself supplies a wide range of devices,
many of which do not have VOIP clients pre-installed on them but some of which do. In the latter case,
these devices (generally smartphones) are sold with tariffs that allow VOIP.



2.

3.

d. matching network resources to the needs of different groups of customers by
allocating more bandwidth to users who are willing to pay for this and limiting
services available to those that are not™’.

e. restricting the use of services which consume disproportionate amounts of
bandwidth (relative to the tariffs which those users are prepared to pay)

Again, it is difficult to predict how traffic management practices might evolve in
future. The Commission is almost certainly right to assume that they will become even
more important. This is not only because users are placing ever greater demands
upon finite network resources (although this is of course the case), but also because
internet services are becoming more complex and will require something more than
‘best efforts’ management by the network to perform well. The needs of users
themselves are also becoming richer and more varied. In an environment where
network resources are shared amongst users — as is the case in mobile radio access
networks and core fixed networks — network management tools perform a critical
function in allocating resources to the right users and the right services at the right
time. The underlying technologies of network management are evolving quickly, as
are the applications to which they are then applied. Network operators face a
formidable challenge in converting this into simple, easy to understand propositions
for customers. We are at the beginning of this process and it is too early to say how
far and how fast we will progress.

Vodafone currently employs two principal network management techniques: ‘load
management’ in the Radio Access Network and core network and ‘traffic management’
in the core network. The former allows us to dynamically allocate network capacity
between different users using a given radio cell. The latter allows us to block or
restrict particular classes or types of application, whether legitimate services or
malicious applications. These techniques can be combined and utilise hardware and
software at various points in the network®?. Our overriding aim is always to ensure
that as little of the available network capacity as possible remains unused, so that we

1 As occurs, for example, with the implementation of the EU Roaming Regulation anti bill shock provisions
12 At the interface with the public internet (to block spam, viruses or other application and to allocate
capacity), at a multi-service platform within the core network (to optimise encoding), at the Gateway GPRS
Support Node between the data network (to allocate network resources to users according to defined rules)
and the radio access network, or within the radio access network itself (to allocate radio resources to users
or applications in real time).



are always using our network resources to the benefit of our users’ experience to the
maximum extent possible.

Vodafone is well aware of the concerns of some policymakers about the inappropriate
use of traffic management techniques. This has led us to develop a group-wide
Network Management Standard, to which our operating companies are required to
adhere. This is intended to ensure that consistent, objective criteria are applied to the
treatment of applications or customers and that any actions are properly authorised
and disclosed to customers.

Question 5: To what extent will net neutrality concerns be allayed by the
provision of transparent information to end users, which distinguishes
between managed services on the one hand and services offering access to the
public internet on a ‘best efforts’ basis, on the other?

1.

We agree that transparency is the primary weapon in safeguarding the open internet
and that, in the words of the Commissioner, it is ‘non negotiable’*®. As we said in our
response to question 1, our vision of an ‘open internet’ is one in which users have a
wide variety of choices, some of which are ‘best efforts’ and some of which are better
than that. Transparency (and low barriers to switching) are therefore an essential
means by which customers will navigate the market to obtain the services which best
meet their needs.

We do not believe that the industry is doing enough on transparency today. But the
issue is a challenging one. Transparency is not about writing legal contracts, but
about providing users with the tools which allow them to really understand the
characteristics of the service they can expect to receive and the terms on which they
can expect to do so. Many of the characteristics which engineers use to define
services — data rates in MB/s or concepts such as latency or jitter- are not well
understood by users. This is an even greater challenge in wireless environments
where it is impossible to ‘guarantee’ or even predict a particular level of network
performance (which will depend on variables such as the location of the user and the
device they are using, the behaviour of other users on the cell, or the local climate)

Vodafone is currently undertaking further work on transparency and hope to be able
to update the Commission shortly. We believe that operators have strong incentives to

13

http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/10/153&format=HTML&aged=0&langua
ge=EN&guiLanguage=en



address transparency issues themselves: without effective communication of the
benefits of different services it will be difficult for operators to persuade customers to
pay a premium for them. In our view, transparency and ‘willingness to pay’ go hand in
hand.

We have already said that low switching costs are also an important requirement of
the open internet. The Commission has already taken extensive measures to reduce
the costs of switching between network access providers. However, net neutrality may
also require that users are able to move easily between applications or other internet
service providers (without, for example, changing their device or having to reproduce
their profiles or other personal data). These are areas where regulation to improve
interoperability might be required in future.

Question 6: Should the principles governing traffic management be the same
for fixed and mobile networks?

1.

3.

There is no question that the network management challenges faced by mobile
network operators differ, and are more acute, than those faced by fixed network
counterparts. This is both because mobile network operators face greater total
capacity constraints (due to spectrum scarcity and the high costs of infrastructure
investment) and because that capacity is then shared amongst users in the access
network rather than being dedicated to each individual household. Mobile network
operators also face greater challenges in providing transparency to customers for the
reasons already outlined in our response to question 5.

. This suggests that any principles governing traffic management should take account

of the challenges faced by mobile operators and should be sufficiently flexible to
accommodate them. ‘Principles’ should be precisely that: they should not seek to
prescribe exactly how they will be fulfilled. As we explain below, Vodafone might see a
case for a ‘non discrimination’ rule which prevented firms from discriminating between
applications with the same underlying technical characteristics. But how this is actually
to be accomplished in a network should, we believe, remain a matter for the
operators themselves.

At this stage we do not see a need to specify what constitutes ‘reasonable network
management’, nor do we think it is desirable to attempt to do so. This is for several
reasons.

First, for regulators to attempt to define how networks should be operated on a day
to day basis would involve a degree of regulatory oversight which would be



unprecedented in Europe. Regulators have typically defined the outputs they seek
from the market (and the firms who participate in it), leaving the firms themselves
free to determine how they best manage their networks (and other business
activities) to deliver these outputs.

5. Second, we think it is a mistake to think of network management as a technical issue
for which technical rules can be formulated or technical consensus can necessarily be
found. Whilst there are some aspects of network management that are purely
technical in nature, the most controversial aspects of traffic management relate to its
use in developing tariffs and services which are designed to uncover different user
preferences and willingness to pay. In other words, network management is required
to support a range of tariffs which allow users themselves to determine how network
resources are to be allocated amongst them.

6. In October last year the FCC proposed to define ‘reasonable network management’ in
order to define the circumstances in which what was otherwise a blanket prohibition
on discrimination could be relaxed®. A later attempt by Verizon and Google to define
‘reasonable network management’ represents a significant improvement on the FCC’s
efforts, because it recognises the vital role of network management in ‘provide [ing]
services or capabilities consistent with a consumer’s choices’ as well as for narrowly
defined technical purposes®>. However, we remain doubtful whether overarching
technical guidelines of this kind can really address whether a particular practice
enhances or reduces welfare. We think the Commission should confine itself to
offering guidance on what might constitute ‘unreasonable discrimination’ without
seeking to specify the network management practices involved in this.

7. The Commission also draws a distinction between ‘managed services’ and ‘the public
internet’ in its consultation. A similar distinction was proposed by the FCC last year to
define those services to which ‘reasonable network management’ rules would apply
and those to which they wouldn’t. The FCC is now consulting again on this topic™®.

% The Fce's proposed definition was’ Reasonable network management consists of: (a) reasonable
practices employed by a provider of broadband Internet access service to (i) reduce or mitigate the effects
of congestion on its network or to address quality-of-service concerns; (ii) address traffic that is unwanted
by users or harmful; (iii) prevent the transfer of unlawful content; or (iv) prevent the unlawful transfer of
content; and (b) other reasonable network management practices.” Since many network practices to
uncover user willingness to pay will not fall into (a)(i)-(iv), they would remain undefined as ‘other
reasonable network management practices’ or be prohibited.
http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-09-93A1.pdf p.50

15 See footnote 9

18 http://www.fcc.gov/Daily_Releases/Daily Business/2010/db0901/DA-10-1667A1.doc



http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-09-93A1.pdf

8. The internet itself is a constantly evolving system with uncertain boundaries between
what is ‘public’ and what is ‘private’. ‘Managed services’ embody a wide range of
services with few common characteristics. Although the FCC does not describe it in
these terms, the proposed definition of ‘broadband internet access'*’ which it
proposes would seem to imply that the ‘internet’ requires transit or indirect access to
third party sites across the (publically addressable) internet, whilst ‘managed services'’
require a direct form of connection to the content or service provider or delivery
confined to the ‘private network’ of the network operator themselves.

9. We have not seen many alternative definitions, but the FCC’s approach is not without
difficulties. The most obvious is that any such regulatory distinctions will be essentially
meaningless to internet users themselves, for whom ‘internet’ and ‘managed’ services
will seem indistinguishable from each other. The proposals also risk inhibiting
practices which might clearly enhance welfare: in particular we see no reason for
regulators to exclude the possibility that services which are transited over the ‘public
internet’ should not benefit from prioritisation or other forms of ‘management’ in the
future. VOIP is an obvious example where this might be the case — it is difficult to see
how a public VOIP service could be considered a ‘managed service’ on the FCC'’s
definition. Nor do we see any reason to suppose that content that is hosted and
delivered directly over a local network would not also be delivered on a best efforts
basis.

10.There is also the risk that defining regulatory boundaries between ‘managed services’
and the ‘public internet’ could distort the behaviour of the regulated firms. For

1 For purposes of this proceeding, we propose to define the Internet as the system of interconnected
networks that use the Internet Protocol for communication with resources or endpoints (including
computers, webservers, hosts, or other devices) that are reachable, directly or through a proxy, via a
globally unique Internet address assigned by the Internet Assigned Numbers Authority. See Internet
Assigned Numbers Authority, About IANA, http://www.iana.org/ (last visited Oct. 21, 2009). Internet
addresses are those common and unique identifiers allocated by the Internet Assigned Numbers Authority
to Regional Internet Registries, National Internet Registries, and Local Internet Registries. Those registries,
in turn, assign Internet addresses to Internet service providers and end users. See Internet Assigned
Numbers Authority, Number Resources, http://www.iana.org/numbers/ (last visited Oct. 21, 2009);
American Registry for Internet Numbers, Number Resources, http://www.arin.net/resources/(last visited
Oct. 21, 2009). To be considered part of the “Internet” for this proceeding, an Internet end point must be
identified by a unique address assigned through the Internet Assigned Numbers Authority or its delegate
registry,not an address created by a user for its internal purposes. We do not intend for this definition of
the Internet to encompass private intranets generally inaccessible to users of the Internet. We seek
comment on these proposals; fn 103 at http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-09-
93A1.pdf



example, if pricing innovation is prohibited in the ‘public internet’ but allowed for
‘managed services’ then innovation could be pushed outside the traditional internet, to
the detriment of those who continue to use it. One example of this ARCEP’s proposal
that only certain types of services should be capable of being advertised as ‘internet’
services®®. Rules of this kind are likely to distort the way in which firms develop and
market their services. We think a better approach is simply to require operators to be
transparent about exactly what they are offering to their customers.

Question 7: What other forms of prioritisation are taking place? Do content
and application providers also try to prioritise their services? If so, how — and
does this prioritisation affect other players in the value chain?

1. As the question implies, the internet is not ‘neutral’ today, if it ever was. Many
internet service providers explicitly offer services which differentiate or prioritise in
order to create value for their customers and revenues for themselves®®. Well known
examples include Content Distribution Networks (CDNs) such as Akami or Level 3
(who, for a fee, provide content providers with direct connection to access networks)
and almost all internet advertising providers (search, display, portals, application
stores) who sell advertising space and charge according to the location of the advert
on the page (and hence likelihood of discovery).

2. A wide range of other internet service providers are in a position to prioritise services
and have sometimes been criticised for allegedly doing so. These include application
store providers alleged to have discriminated against particular applications, operating
system providers favouring particular applications or services, or search providers
alleged to have favoured content and applications.

3. None of these activities or business models are necessarily problematic. Problems
would arise if net neutrality regulations were to allow prioritisation by some players in
the value chain but not by others. Discrimination could also be problematic if the firm
engaging in it also held a dominant position and was seeking to exclude rivals or
otherwise exploit users. Again, this requires careful analysis of the facts of a particular
case rather than unsubstantiated speculation.

18 See p.33 at http://www.arcep.fr/uploads/tx_gspublication/consult-net-neutralite-200510-ENG. pdf
9 Annex C includes a more extended analysis of price discrimination in internet markets by Professor
Ordover and colleagues



Question 8: In the case of managed services, should the same quality of
service conditions and parameters be available to all
content/application/online service providers which are in the same situation?
May exclusive agreements between network operators and
content/application/online providers create problems for achieving that
objective?

1. The wholesale market for ‘managed services’ is very immature and so it is difficult to

3.

answer this question other than in general terms. In principle, Vodafone does not see
any reason why competition would not ensure that a particular quality of service or
other feature is made available to anyone who is willing to pay for it (and who is
prepared to meet the same technical criteria). It is for this reason that we have
suggested that operators might publish a ‘menu’ of options, from which all wholesale
customers would be free to choose. This does not, of course, mean that all customers
will actually choose the same option (or that all will necessarily be able to afford to do
S0).

Nor does Vodafone believe that exclusive agreements between network operators and
content providers are necessarily problematic, particularly if there is competition
between network operators. The implication of the question is that network operators
might offer exclusive quality of service conditions to a particular content provider (an
affiliate) and thereby harm competition in an upstream content market. But recent
experience suggests it is at least as likely that upstream content providers will be able
to demand (and obtain) exclusive arrangements from network operators. And
exclusive arrangements which do not involve network operators at all may also exist
in other parts of the internet. Regulators have not generally regarded any of these
arrangements as problematic®.

This is therefore an area where we think the Commission would be wise to tread with
extreme caution. Blanket rules — of the kind we have seen proposed by many - are as
likely to harm welfare as help it. At most, there might be a case for having a
presumption against some forms of ‘unfair discrimination’ in wholesale offers by
network operators such that:

a. itis clear that operators can discriminate between traffic on the basis of the
type of application being used, but not on the basis of who provides the
application (e.g. blocking of voice over IP would be acceptable, but the

20 An exception being the French authorities, who accepted undertakings from Apple in relation to certain
exclusive arrangements with Orange France, see http://www.totaltele.com/view.aspx?1D=450400



blocking of provider A’'s voice over IP service but not provider B’s equivalent
voice over IP service would not generally be considered acceptable)

b. operators could discriminate between different users on the basis of their
willingness to pay, but not on the basis of who they are (e.g. different tariffs
could be offered, but if both customer A and customer B wanted to take them
then customer B could not be prevented from doing so)?

4. In making even these proposals we reiterate that this is a complex area where the
economic effects of regulation are difficult to anticipate and where there is the
potential for significant harm to innovation and competition. We would certainly not
favour an outright prohibition on exclusive arrangements and suggest that guidance
on issues such as ‘unfair discrimination’ should be made subject to mandatory review
in the expectation that we will find unanticipated consequences which need to be
corrected for. The need for flexibility in this area is one reason why we believe that
further legislative measures would be unwise as well as unnecessary at this stage.

Question 9: If the objective referred to in Question 8 is retain, are additional
measures needed to achieve it? If so, should such measures have a voluntary
nature (such as, for example, an industry code of conduct) or a regulatory
one?

1. We assume this question arises because the existing regulatory framework
contemplates the imposition of non discrimination obligations in the event of a
provider holding significant market power?. If the objective is as proposed in
guestion 8 then we think it should take the form of a statement from the Commission
or BEREC as what might constitute ‘unfair discrimination’, with a commitment to
monitor market developments and review the regulatory position in light of
experience.

2L The Verizon- Google proposals (see footnote 14) include a presumption against ‘prioritisation of internet
traffic’. We propose instead a presumption against prioritisation that is discriminatory as between
customers or firms. Prioritisation amongst applications or amongst classes of customer would be perfectly
consistent with our non-discrimination standard.

22 Article 10 of the Amended Access Directive ‘obligation of non-discrimination’ is subject to article 8(3),
which requires that a firm must first be designated as having significant market power



Question 10: Are the commercial arrangements that currently govern the
provision of access to the internet adequate, in order to ensure that the
internet remains open and that infrastructure investment is maintained? If
not, how should they change?

1. Itis not clear to us (or to anyone else) whether existing commercial arrangements
governing the provision of access to the internet are sustainable. Our study showed
the misalignment that exists today between the network costs caused by internet
services and the revenues which those services contribute®. There are many
examples where it would appear that the prices being charged in the internet do not
send appropriate economic signals to the consumers of those services. For example,
users are understandably indifferent to the amount of ‘unlimited’ bandwidth they are
consuming and content creators often lack incentives improve the efficiency of their
services or to limit the amount of bandwidth they consume. The internet of today
generates a vast quantity of spam and other negative externalities.

2. The internet is also riddled with cross-subsidy. Although cross-subsidies are not in
themselves problematic, there are many cross-subsidies between users of different
and the same sides of internet markets and between internet activities and the rest of
the offline world which may not be sustainable.

3. Although it is possible to describe these economic challenges, it is more difficult to
determine exactly how commercial arrangements should or will adapt to address
them. This is why it would be a grave error for any regulator — whether the
Commission, national regulators or the FCC- to attempt to impose or mandate a
particular commercial model at any part of the internet today. Calls from some
operators for European regulators to introduce ‘data termination rates’ are, in our
view, misguided for the same reason.

4. Policymakers should instead aim to ensure that they do nothing that would prevent
the internet, or particular parts of the value chain, from finding new commercial
arrangements which may have better economic incentives than those we see today.
Exactly what form this innovation will take, and whether it will be successful, cannot
be known by either regulators or, often, the internet participants themselves.

2 See Annex B,



Question 11: What instances could trigger intervention by national regulatory
authorities in setting minimum quality of service requirements on an
undertaking or undertakings providing public communications services?

1. We are familiar with the concerns of some net neutrality advocates that the
introduction of ‘prioritised’ services will create incentives to deliberately degrade the
‘best efforts’ internet and so force users to migrate to more expensive alternatives. In
practice, we think such concerns are misplaced given the robust competition between
network operators that exists in Europe today. Any operator which sought to
deliberately degrade the quality of service it provided to its customers would risk
irreparable reputational and commercial damage.

2. We think there are two other misconceptions that are important to avoid. The first is
the suggestion that managed services should never ‘degrade’ existing internet
services®*. In any network where finite capacity is allocated between users, it is
inevitable that prioritisation for one user will come at the expense of other users. The
aim of regulators should not be to deny that this trade off exists, but to ensure that it
is not made in such a way that some users find their service falling below a certain
minimum level as a result.

3. Second, it is very important that these provisions are not confused with the targets for
broadband deployment and performance contained in the Commission’s Europe 2020
communication or in national Broadband Plans. Our concern here is to safeguard a
minimum service level for all users, not to use these measures to drive maximum
targets. We see a significant danger that some regulators could seek to use these
provisions to force operators to pursue broader public objectives. This would be
wholly inappropriate and it is important that any proposals in this area contain
adequate safeguards for operators as well as for users.

4. Nonetheless, the revised EU regulatory framework already gives regulators the
powers to monitor performance and to intervene if minimum thresholds were to be
breached. Here we see merit in regulators taking a consistent approach to the
measurement of quality of service®. Whilst the thresholds for intervening should
differ (it would be unrealistic as well as wrong to pursue a single European threshold
for intervention at this stage), we see advantages in trying to apply the same basic
metrics. This would facilitate cross-country comparison and allow regulators to benefit

24 .21 at http://www.arcep.fr/uploads/tx_gspublication/consult-net-neutralite-200510-ENG. pdf
% As is contemplated by Article 22(3) of the Amended Universal Service Directive



from a large pool of comparative data®®. One possible trigger for intervention in a
particular Member State might be the existence of large discrepancies between the
performance of different Member States which cannot otherwise be explained by
differences in the levels of network development etc.

Question 12: How should quality of service requirements be determined, and
how could they be monitored?

1. This is a challenging area in which more work will be required by both the industry
and policymakers before detailed proposals can be made. Consumer surveys
consistently show that ‘quality of service’ can be reduced to three essential features:

i. the reliability of the connection, being the ability to connect and to stay
connected to the network. There are then a large number of potential
parameters to measure this?’

ii. the actual upload and download speeds for data services

iii. the actual download speed for rendering web pages?®

2. Additional metrics will increase the complexity of monitoring and measurement and
are unlikely to provide much additional benefit to users or policymakers at this stage.

3. There are essentially three ways in which the performance of networks can be
measured®:

i. specific tests undertaken by third parties (particularly relevant for ‘drive around’
tests to measure mobile network performance but more problematic in the
fixed line environment)

% As is the case, for example, with BEREC’s International Roaming data collection exercises today, see e.g.
http://erg.ec.europa.eu/doc/berec/bor_10 20 international_roam_report.pdf

2" PDP context activation failure and cut-off ratio, FTP (up & download) IP-services access failure ratio, FTP
data transfer cut-off ratio, FTP session failure ratio, HTTP IP-service access failure ratio, HTTP data transer
cut-off ratio, HTTP session failure ratio. These parameters can be combined in a “session success ratio”
giving an indication of the quality of the user experience

28 http://www.acision.com/News-and-Events/Press-Releases/United-Kingdom/2010/YouGov-Research-
Mobile-Broadband.aspx and http://w3.nokiasiemensnetworks.com/NR/rdonlyres/031B5D51-54E0-479B-
8854-649FD258CBC6/0/What_customers_want.pdf

% Network performance is only one aspect of the users’ experience. The user device is also a critical
determinant of the customer’s experience.
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ii. network performance data generated by operators themselves

iii. data generated by users of the network which is then collated by a third party
or by the operators

4. Each of these techniques has advantages and disadvantages, and it is likely that
different techniques will be appropriate in different circumstances. Vodafone believes
that data which addresses the actual experience of users is likely to command most
confidence and credibility amongst user themselves. This is a very important
consideration. Furthermore, the purpose of the exercise will not be to provide a
measure of average network performance for users as a whole, but to provide
assurance that the ‘best efforts’ internet service remains acceptable to users not
choosing other options. This means that the data must allow us to measure the
experience of a particular sub-group of users. This in turn requires either that
operators to identify them by reference to their tariff or service package or that the
users identify themselves to a third party provider.

5. There are already a large number of initiatives in this area — although most apply to
fixed network measurement and currently impose demands on the network which
would make it difficult to replicate in a mobile environment®. Ofcom is using the third
party provider ‘SamKnows’ to generate broadband network performance data*! for
the UK, and similar results are already routinely published by the Australian
Government®, Portuguese and French regulators. The FCC has also recently begun to
use the SamKnows tools*® and there are also many other providers of similar tools
which users can download, generally at no charge®*.

30 samknows requires 2GB upload and 2GB download per month to generate results for Ofcom
31

http://www.ofcom.org.uk/research/telecoms/reports/broadband_speeds/broadband_speeds/broadbandspe
eds.pdf

32 http://www.dbcde.gov.au/broadband/australian_broadband_guarantee/service_testing_for_consumers .
http://www.arcep.fr/uploads/tx_gspublication/rapport-gs-mobile-2009.pdf and
http://www.anacom.pt/streaming/QOSaccess_internet_march09.pdf?contentld=956951&field=ATTACHED_
FILE

33 https://www.testmyisp.com/

3 Such as M-Lab, see or Epitiro, see , http://www.epitiro.co.uk/news/epitiro-publishes-uk-mobile-
broadband-research.html or windrider seehttp://www.cs.northwestern.edu/~ict992/mobile.htm or:
http://www.broadbandgenie.co.uk/mobilebroadband/tools/speedtest
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6. This is an area in which BEREC should be asked to undertake further work. Such a
project would need to address issues such as:

a.

b.

g.

the minimum sample size required before results are considered to be robust

the categories of users or packages that are to measured and how they are to
be identified (by operators or by users themselves)

if measurement is to involve users, whether users will require incentives to use
relevant tools, which tools those should be and what form those incentives
should take

technical limitations on the use of tools on mobile vs fixed networks

how any third party providers would be selected and the nature of their
activities

when, where and how data produced will be published and the implications of
such publication

how any challenges to the data would be handled

Question 13: In the case where NRAs find it necessary to intervene to impose
minimum quality of service requirements, what form should they take and to
what extent should there be co-operation between NRAs to arrive at a
common approach?

1. Any specification of regulatory requirements would have to follow from the work
outlined in our response to question 12 above. We propose that BEREC undertakes
this task.

Question 14: What should transparency for consumers consist of? Should the
standards currently applied be further improved?

1. In answering previous questions we have already said that the industry is not doing
enough on transparency today. We have yet to develop specific proposals, but we
believe better transparency will involve giving consumers tools which provide them
with information in a form that they understand and when it is relevant to them.
However, there are considerable challenges in doing this, particularly in a mobile
environment.



2. We believe it is important that transparency initiatives undertaken by operators align
closely with the measurement and monitoring activities undertaken by regulators and
addressed by questions 11-13. Users should not be presented with apparently
inconsistent or contradictory information from different sources.

Question 15: Besides the traffic management issues discussed above, are
there any other concerns affecting freedom of expression, media pluralism and
cultural diversity on the internet? If so, what measures would be needed to
safeguard those values?

1. We are not aware of significant concerns in relation to these issues within Europe,
although concerns do of course sometimes arise in the rest of the world. We are not
certain that regulation, which is the subject of this consultation, is the right tool to
address such concerns. This is because although traffic management is generally
undertaken by private firms, attempts to restrict freedom of expression and similar
matters are generally undertaken by sovereign Governments and other state
institutions that cannot be addressed by EU regulation. Diplomatic and other
measures are likely to be the more appropriate response.
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Richard Feasey

Introduction

This latest collection of papers in the Vodafone Public
Policy series arises from our interest in the 'net neutrality'
debate and, in particular, the FCC's Notice of Proposed
Rulemaking which was published in October 2009 and is
expected to result in the adoption of rules later this year.
Vodafone has an obvious interest in the US market
through our involvement in Verizon Wireless, but our
interest in this topic goes wider than that. The internet is
not easily contained within national boundaries, and nor
are the implications of policies which might seek to
govern it in future. The questions which are being
debated in the United States ought to be of interest to
everyone.

Some aspects of the net neutrality debate are not new.
The FCC adopted four net neutrality principles in its
Internet Policy Statement Published in 2005. These
represent what | would call the traditional 'user rights'
approach to net neutrality, affirming the rights of users
to determine for themselves how they access and use
the internet. Competition was generally sufficient to
ensure that this happened and that 'walled gardens,
where they existed, have been dismantled. There have
been few clear examples of firms breaching the
principles since 2005 and European legislators adopted
similar principles during their review of European
telecoms policy in 2009.

The October 2009 proposals from the FCC have taken
the net neutrality debate in an entirely new direction.
Instead of focussing on the relationship between
operators and their end users, the FCC's latest proposals
focus instead on the relationships between operators on
the one hand and the content, service and applications
providers on the other. This is an important shift in
emphasis: instead of being about 'user rights' this debate
is about the economics of the internet. Instead of being
about the end user experience it is about the business
models and, in particular, the pricing rules, employed by
the firms in the internet. It is about the way in which
profits and revenues might be distributed amongst the
various parties in the value chain.

Much of our traditional communications regulation has,
of course, also been concerned with how firms deal with
each other rather than how they deal with end users

(recall the long history of interconnection or intercarrier
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rate regulation). But the FCC's proposal that net
neutrality rules include a prohibition on the ability of
network operators to charge upstream content, services
or applications providers represent a striking new
contribution to the debate.

We think that any proper assessment of economic
regulation, such as that proposed by the FCC, must start
with an understanding of how the internet value chain
functions and the nature of the economic relationships
between firms. We quickly found that although the
economic and social importance of the internet has
created a large number of studies looking at the value
the internet creates for users, surprisingly little is known
about how value is created for and divided amongst the
firms inside the value chain itself.

One reason for this appears to be that telecoms
regulators have, understandably, focussed on those
parts of the internet for which they have responsibility:
network access and some parts of the core
infrastructure. They have needed to know much less
about the upstream providers of internet services.
Another reason is that the value chain is enormously
complex and that the level of financial and other
disclosures by many of the large participants make it
difficult to decompose. Many of these players operate
across multiple parts of the value chain - and do soon a
global basis.

We asked A.T. Kearney to attempt the task and we
present their findings in this paper. Some of their
findings confirm what we already knew, some were new
to us. The internet is a massive source of wealth creation,
generating almost $2000 billion of global revenues in
2008. Around 60% of this arises from business to
business activities — electronic ordering, supply chain
management, back office functions etc - rather than the
higher profile consumer services with which we are all
familiar. Most of the revenues generated in the business
to business internet flow to the providers of e-commerce
services in the upstream part of the internet - the
revenues earned by the infrastructure providers and
network operators account for only 5% of the total.

On the other hand, the revenues earned by the network
operators providing internet access to consumers are
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30% of the total revenues for this segment — the same as
that earned by the upstream providers of online services
for consumers. Online service revenues are, however,
growing twice as fast as network revenues.

A.T. Kearney also find that, far from being 'free’ to
consumers, only about 30% of the revenues in the
consumer internet are derived from advertising. The vast
majority of these (59%) flow to search providers. More
than 50% of the costs of the consumer internet are met
by consumers themselves, chiefly through their
purchases of the network access and the devices needed
to access the internet.

Competition also varies markedly along the value chain.
The markets for search, digital books, VolIP, operating
systems and smart phones are all concentrated (at a
global level) and all yield relatively high returns on
investment. These are the markets typically
characterised by strong network effects and/or strong
global brands. Some services markets like e-retail and e-
travel also yield high returns despite being very
fragmented at the global level. They are more likely to
be concentrated at a national level. And 'vice' activities —
gambling, gaming and adult services - all seem to
deliver relatively high returns despite significant
differences in competition in each market.

Finally, A.T. Kearney also draw attention to the
disconnection between the revenues generated from
different internet services and the demands (and hence
the costs) which the consumers and providers of those
services impose on the infrastructure of the internet.
Video services account for more than 70% of all the
traffic on the consumer internet, yet contribute to less
than 10% of the revenues. A disconnect of this size
between the prices paid and the costs caused is bound
to lead to tensions along the value chain. The current net
neutrality debate is one way in which these tensions will
play out.

There is more to be done to improve our understanding
of the internet, but the A.T. Kearney paper is intended to
provide a start. 'Net neutrality' must mean 'internet
neutrality' and not just 'network neutrality'

In the second paper we wanted to examine the central
economic argument in the FCC's October 2009
proposals, namely that various forms of discrimination,
at least as practiced or potentially practised by network
operators, should be prohibited by a new regulation.

Many net neutrality advocates have suggested that
discrimination knows no place on the internet. The FCC's
proposals do not go quite this far. They would allow
certain forms of discrimination in relations between
network operators and their end users (for example,
different prices for different broadband packages). But
the FCC does propose to prohibit discrimination when
network operators deal with upstream content, service
or applications providers. And in doing so they equate
'non discrimination' not simply with charging the same
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price to everyone but with charging a price of zero in all
cases.

We wanted to understand the economic arguments
which might inform this position, so we asked Professor
Janusz Ordover and his colleagues, Doug Fontaine and
Professor Greg Shaffer to focus on price discrimination.
We wondered why, if price discrimination is so pervasive
elsewhere in the economy, it might be so problematic in
the internet. We also wondered whether the two-sided
nature of many internet markets made a difference, and
whether it made sense to prohibit price discrimination
by network operators when so many other players in the
internet seemed to have built successful business
models with price discrimination at their core.

Professor Ordover and his colleagues provide a very
useful overview of the current economic thinking on
price discrimination. They note that whilst the welfare
effects of different forms of price discrimination can be
complex, most forms of price discrimination are
generally accepted as being welfare enhancing in many
different market settings. This is particularly likely to be
the case if the markets are competitive and if large fixed
costs or continuous investments are involved. The
welfare effects are also likely to be amplified if markets
are two-sided. They also note that regulators do not
generally impose per se prohibitions on price
discrimination, with the result that price discrimination is
pervasive in most market economies today, irrespective
of the intensity of competition.

They then turn their attention to the same internet value
chain which was the subject of the A.T. Kearney study.
The internet is often characterised by competitive, two
sided markets and often allows for easy discovery and
capture of consumer preferences (a prerequisite if firms
are to engage in some forms of price discrimination). It is
therefore unsurprising to find, as Ordover and his
colleagues do, that price discrimination is equally if not
more pervasive in the internet, to the benefit of firms
and users alike.

Ordover then asks whether, if much of the internet of
today is built on price discrimination, there are any
grounds for regulators to seek to prohibit discrimination
in some or all parts of the internet of the future. He and
his colleagues examine the various arguments advanced
by net neutrality advocates who favour such a
prohibition — most notably the 'damaged goods'
argument that allowing discrimination would serve to
harm those who are unable to buy premium tier services.
Professor Ordover concludes that there is no sound
economic basis for imposing the pricing prohibitions
being contemplated by the FCC. He further concludes
that whilst such a rule might serve the interests of
particular firms, they would likely harm users of the
internet and reduce welfare overall.

The AT. Kearney paper showed that more than half of
the costs of the internet are already borne directly by
internet users in the form of payments for devices and
for network access. It is difficult to see why a rule which
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would prohibit anyone else making a contribution to
these costs is in the interests of those users. And this is
particularly the case when, as A.T. Kearney show, such a
small number of online services are responsible for such
a large proportion of those costs.

This is a fascinating policy debate which will no doubt
continue in the United States and around the world for

The Economics of the Internet

months and years to come. The FCC's latest proposals
have attempted to take the debate in a radical new
direction — away from 'user rights' and towards
regulation of the economic relationships between
different firms in the internet value chain. We hope these
papers help others, as they did us, in understanding
exactly what is at stake.
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Internet Value Chain Economics

A.T. Kearney

Introduction

When considering the technological innovations of the
past fifty years, probably the Internet is the one that has
had the greatest impact on everyday life in developed
economies. Nearly six out of ten Americans now shop
online and more than four out of ten bank online.' 20
hours of video are uploaded to YouTube every minute,’
while 5% of all time online is spent on the social
networking site, Facebook.’ The Internet has also
changed the way in which businesses operate - today,
64% of C-level executives conduct six or more searches
per day to locate business information.’ The Internet has
been a source of great good - as evidenced by the role
played by Internet-based mapping and communications
in the relief effort following the recent Haiti earthquake.’
The Internet also has shown a negative side — more than
97% of all emails are spam,’ while more than 70% of
Americans fear online identity theft and 57% of them
feel that their personal privacy has been greatly
diminished by the Internet.’

Behind the statistics and headlines, however, there
remains a low level of understanding of how the Internet
economy works. Who are the different players involved
in the Internet, beyond the flagship names? How is the
industry structured and how concentrated is it? How do
players make money and how do revenues flow across
the value chain? Is the industry attractive in terms of
growth and returns?

As the Internet continues to grow and develop, playing
an increasingly important role in the lives and activities
people and organizations, a sound understanding of the

Summary of Findings

The number of Internet users has grown rapidly to 1.7
billion people in 2009, or a quarter of the world's
population. Consumers use the Internet for an increasing
range of everyday activities, from shopping and banking
to sharing photos and watching TV. As a result they
spend a growing proportion of their media consumption
time and wallet on the Internet. A complex value chain
has developed to deliver these services, comprising
global and local players with assets as diverse as content
rights, communications and IT infrastructure, proprietary
software and global brands. Businesses also use the
Internet extensively to market and distribute their
services as well as to procure and manage supply chains.

Internet economy will be important for all stakeholders.
This includes the companies playing a role in the
Internet economy, private and business consumers, and
the regulators and policy-makers who are increasingly
being asked to oversee or intervene in multiple aspects
of the Internet.

To help improve the understanding of the Internet
landscape, Vodafone commissioned A.T. Kearney to
conduct a review of the Internet's value chain and
economics. This paper has been produced
independently and does not necessarily represent the
views of Vodafone. Neither Vodafone nor A.T. Kearney is
responsible for the use that might be made of this paper.

This paper has a global scope but most examples and
illustrations focus on North American and European
markets. The paper begins with a brief overview of the
Internet's growth and usage trends. Next, we lay out the
Internet value chain and describe each part of the value
chain in terms of key players and revenue models. We
provide an assessment of the industry's market size,
growth trends, profitability and competitive structure.

It is not the purpose of this paper to provide
recommendations, but rather to provide a consistent
framework and fact base to inform public debate. With
such a broad remit we may inevitably 