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Abstract:
Studies show that nearly all large software programs are deployed with a substantial number of bugs, leaving users with the challenge of assuring availability while running fault-ridden programs. We describe Geodesic Runtime, a fault-tolerant runtime environment that automatically corrects many common types of errors, including most memory leaks, memory overwrites, premature frees, and a variety of multithreading issues in deployed programs. For faults that cannot be automatically corrected an execution history is captured, allowing the failure to be played back without need to reproduce or interfere with the production machines. This talk will cover both technical details of internal algorithms and both synthetic and practical benchmarks.
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