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Abstract
This paper was motivated by a challenge we faced while

re-architecting a critical component in Klarna’s software

stack. We wanted to increase our confidence about correct-

ness aspects of a new distributed algorithm, developed for

an Erlang system at the very core of Klarna’s business. Rea-

soning about the correctness of concurrent Erlang systems

is a difficult task, but tools exist that can help, for instance,

Concuerror. However, our algorithm was intimately linked

to distributed Erlang’s behaviours, which are not supported

by Concuerror. The solution we came up with was to design

and implement vnet, a modelling library which can be used

to simulate the behaviour of distributed Erlang nodes within

a single Erlang node. We discuss aspects of vnet showing
its capabilities and limitations. We also report on two case

studies, showing how vnet can be used to prototype, test

and verify simple and advanced distributed Erlang systems.

We finally demonstrate that we were able to find errors and

verify properties in the systems of our case studies, using

Concuerror.

CCS Concepts • Computing methodologies → Model
verification and validation; • Software and its engineer-
ing→ Software verification;

Keywords distributed Erlang model, Concuerror, software

correctness, testing
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1 Introduction
One of the many industrial systems built with Erlang/OTP is

KRED, which is the original engine that runs all of Klarna’s

services. KRED is a distributed system that provides Klarna

with a platform for receiving and processing transactions.

Even though KRED has been battle tested through the years

and is fairly bullet proof, Klarna’s engineers have been con-

tinuously reviewing core parts of the system year by year.

KRED consists of a number of Erlang nodes which elect a

leader (master) node that the rest of the cluster follows. The

underlying leader election algorithm is an in-house solution,

implemented purely in Erlang, without using any external

services. Roles are decided and communicated among the

nodes using Erlang messages. The database system of KRED

(called KDB) can then depend on the leader election to en-

sure consistency, by performing write transactions on the

master node (who acts as what is commonly known as the

‘single source of truth’) and availability, by then replicat-

ing those transactions to the follower nodes (keeping their

order intact), also using an in-house replication algorithm

implemented in Erlang.

Recently, we decided to review the design around the

leader election and replication algorithms. While reviewing

these aspects we concluded that a redesign was possible that

could improve the system’s reliability, increase the utiliza-

tion of KRED nodes and decrease operational complexity.

However, given that the scope of the redesign was major, it

was essential to gain confidence that the new architecture

was correct before approving such a change. We decided,

therefore, to perform early prototyping, testing and possibly

verification on a model of the system to assess if the new

architecture could satisfy a number of requirements. It is

easy to see that to get useful information we would have

to model a distributed system. As an example, consider the

following requirement: the cluster shall always converge to

a stable state where there is exactly one master node and the

rest of the cluster knows of and follows that node. This is a

requirement for the entire distributed system and cannot be

checked in a cluster that consists of a single node. Moreover,

even though Erlang’s concurrency model is in general ‘ag-

nostic’ of distributed nodes, the behaviour of a distributed

system is different than a single-node system, and difficult

to test with pure Erlang tools. For example, distributed Er-

lang’s behaviour can cause additional race conditions, as

e.g., network is not always stable, so observing and testing
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the behaviour of the system when nodes disconnect is also

important.

As a result, modelling and testing a single KRED node

would not be enough. Additionally, we really wanted to un-

derstand how the system behaves when injecting failures on

the network. Even though Erlang provides built-in support

for distribution, there are no tools that can be used to study

how distributed Erlang systems behave, or how race condi-

tions can play out inside a cluster. However, by modelling a

distributed Erlang system in a single node, we could use a

tool such as Concuerror.

In this paper we present a general model for distributed

Erlang systems (distributed Erlang model) that is executable

in a single node (Section 3). We then demonstrate how dis-

tributed Erlang systems can be implemented using the model

(Section 4), by describing two case studies: a model for a sim-

ple counter server and a model of the new KRED/KDB design

(KRED/KDB model). The implementation of our distributed

Erlang model, the vnet library, together with the counter

server’s model, are provided as open source software. Finally

we evaluate our work, presenting a number of scenarios and

properties that we were able to test and verify on the case

studies, using Concuerror (Section 5).

2 Background
We first give a short background on distributed Erlang, in or-

der to identify the key properties that our distributed Erlang

model should accommodate. We also briefly discuss stateless

model checking and Concuerror – the technique and tool

we used to evaluate the models which we build using the

distributed Erlang model as case studies.

We assume familiarity with the following basic, single-

node concepts: processes, process identifiers (PIDs), message-

passing primitive operations (send & receive), process reg-

istry, group leaders, and exit signals and all operations in-

volving them (link, monitor, etc.). More details about these

concepts can be found in books [14] or other publications [6].

2.1 Distributed Erlang Systems
The basic running environment of an Erlang program is

a node. A distributed Erlang system consists of a number

of nodes which are connected over a network. Any two

nodes can communicate by establishing a direct network

connection. In standard setups, every node is connected to

every other node, forming a fully connected mesh topology.

Network failures may break some of the connections, or

even split the network to isolated islands. Such failures can

be detected by processes, using a node-wide monitoring

mechanism. This mechanism uses ‘ping’-like messages to

determine connection status; as a result a network glitch will

look the same as a node/process crash. When a connection

between nodes fails, any interested process will be notified

about the failure with an Erlang message.

An important aspect of Erlang is that messages sent from

a process to another will be seen by the other process in the

same order. However, in the Erlang/OTP implementation it is

always the case that messages to processes in the same node

are delivered before the call to the respective send operation

is completed. Consider as an example that there are three

processes: A, B and C . A sends the messagem1 to B then it

sendsm2 toC . WhenC receivesm2, it sends the messagem3

to B. If all three processes are running in a single node then

the message ordering will always be thatm1 arrives before

m3 in B, as message passing never fails within a node. The

message cannot be in-flight, som1 is placed in the mailbox

before the send ofm2 happens, and thusm3 will always come

later. In the distributed setting however, when A, B and C
might be running in three different nodes,m1 might e.g., get

delayed on a network socket whilem2 andm3 go through

quickly. In this case we can also observe the reverse ordering,

m3 followed bym1. This behaviour has motivated the use of

different models when reasoning about distributed Erlang

systems [10].

We also remind that any process can be contacted using its

PID, even if it is running in a different node. Using registered

process names in a distributed setup requires more attention,

since the name alone cannot uniquely identify the process

in the distributed system. Registered names are local, so

registering a process with name f in all the nodes of a cluster

is possible. To send a message to a registered process running

in a different node, the name of the node should also be

specified.

2.2 Stateless Model Checking & Concuerror
It is well-known that concurrent programs can behave differ-

ently each time they are executed, even when all the inputs

remain unchanged, purely due to the non-deterministic na-

ture of the scheduling of their processes, and the various

race conditions which exist when these processes access and

modify shared data. Verifying that the behaviour of such a

program is correct, regardless of the particular scheduling is

a hard task.

Model checking is, in general, a technique that can be used

to prove properties of any system by exploring the space of

all its possible states. When applied to software, however,

it is hard to capture and succinctly store the required state

information. Stateless model checking [12] solves both these

problems by summarizing the state of a concurrent program

with a scheduling of the processes, given as a sequence of

execution steps. Only operations that access/modify poten-

tially shared data need to be included in this scheduling. It is

then assumed that if the same scheduling is replayed from

the initial state, an identical program state will be reached.

By using an algorithmically controlled scheduler, one can

explore all possible such schedulings, verifying that a pro-

gram always behaves correctly. This would normally require

a vast number of executions, but partial order reduction
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techniques [11] can be used to reduce this number, by only

exploring schedulings whose racing operations form differ-

ent partial orderings and proving that any other scheduling

is equivalent to those.

While model checking’s primary use is safety testing

(’something’ can never happen), it is of course possible to

also use the technique for reachability testing (’something’

can happen, e.g., by asserting that ’something’ is impossible

and expecting this assertion to fail).

Concuerror [3, 9, 13] is an open source stateless model

checking tool for Erlang programs, that uses an optimal

dynamic partial order reduction (DPOR) algorithm [1] and

precise information about Erlang operations that may in-

terfere [6], including optimizations for treating Erlang’s

message-passing-related race conditions [5]. The tool con-

trol the scheduling of the processes by performing a code

rewrite that inserts instrumentation around racing opera-

tions. Concuerror supports the complete Erlang language

and can instrument and test programs of any size, automati-

cally including any libraries they use. One limitation, shared

by most stateless model checking tools, is that the test must

be ’finite’, in the sense that it cannot have infinite execution

sequences. A more significant limitation is that Concuerror

does not currently support multi-node tests, as it is not able

to orchestrate and coordinate operations in multiple Erlang

nodes, hence tests are restricted to involve only a single

Erlang node.

Given a program within these limitations, Concuerror will

(by default) explore all (distinct as described before) possible

schedulings of the program, until it finds a process crashing

or a deadlock (all processes blocked at receive statements).

If no such errors are detected, then it is guaranteed that

no concurrency errors exist. In this way, the tool can verify
concurrent Erlang programs.

3 Modelling a Distributed Erlang System
In this section we introduce our distributed Erlang model

and present its implementation, the vnet library. The source
code with an open source license is available at:

https://github.com/klarna/vnet

3.1 Design Considerations
A model should ideally be completely transparent to code

running on top of it. When it comes to Erlang, language

elements, BIFs, and library modules should work in exactly

the same way as in a native distributed Erlang system. While

it is acceptable to e.g., replace modules from the Erlang/OTP

implementation, such as the one providing remote procedure

calls (rpc), with alternative implementations that have the

same API, redefining BIFs and language elements such as

the send operator (!) is not desirable.
This naturally leads to two alternatives for creating a vir-

tual network of nodes: either all code running in a virtual

node shall refrain from using the real distribution primitives

(BIFs and language elements) and use the modelling library’s

implementation from a custom module instead (such as writ-

ing vnet:send(Pid, Msg) instead of Pid ! Msg), or the
library shall work with the native primitives without redefin-

ing their behaviour. The vnet library uses both approaches:

models can use certain native operations, but have to replace

others with their vnet implementation.

As our ultimate goal is to test and verify the correctness

of proof-of-concept implementations of algorithms that can

later be turned into final, production-ready versions, we

wanted the gap between the model and the final implemen-

tation to be as small as possible. As a result, our primary

guideline for which primitives to use in their native form

and which to replace with function calls to custom modules

was whether the primitive is principally needed by standard

Erlang/OTP behaviours. We summarize these decisions in

Table 1.

Table 1. Modelling Distribution Primitives in vnet

Primitive Modelling approach

Message passing Native

Linking Native

Monitoring Native

Spawning local processes Native

erlang:node/0 vnet:vnode/0
erlang:node/1 vnet:vnode/1
rpc:call/4 vnet:rpc/4
rpc:multicall/4 vnet:rpc/4
global:register_name/2 vnet:register_name/2
global:unregister_name/1 vnet:unregister_name/1
global:whereis_name/1 vnet:whereis_name/1
global:send/2 vnet:send/2

Distribution primitives not listed here were not imple-

mented for the virtual network, as they were either not re-

quired in our test cases, or could be sufficiently built by

combining the supported primitives. For example, instead

of spawn(Node, Mod, Fun, Args) it is possible to use

vnet:rpc(Node, erlang, spawn, [Mod, Fun, Args])
for spawning processes in a remote virtual node.

The vnet module also implements a name registry which

can be used together with OTP behaviours relying on the

{via, vnet, Name} naming scheme.

On top of implementing the necessary distribution prim-

itives, the model needs to provide extra functionality for

writing tests for distributed systems. Since node and net-

work errors are crucial to our interest, APIs to stop and

start virtual nodes, and to break and restore virtual network

connections between individual pairs of nodes are required.

Additionally, we wanted the model to work well together

with Concuerror. This entails two more requirements: nam-

ing processes and minimizing the number of operations that

can lead to races.
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Naming processes is purely a cosmetic feature. Apart from

their raw PIDs, Concuerror identifies processes with names

like <P.2.2.1.1> that encode the order in which processes

were spawned, but are not easily readable by humans. How-

ever, if a process has a registered name (using Erlang/OTP’s

native process name registry, not a custom name registry

module like global or vnet) Concuerror will also show that

name. Therefore, vnet’s name registry uses the native reg-

istry as a back-end for any processes that get registered, and

also to identify helper processes used by vnet itself.
Making the library efficient for testing with Concuerror

is a critical but not trivial problem. Each Erlang operation

that may cause race conditions is logged by Concuerror as

an event and, in Concuerror’s current implementation, the

computational cost for detecting such race conditions is qua-

dratic in the number of such events. As a result, operations

that would be considered trivial, such as looking up a PID by

name, need to be optimized to minimize the events they gen-

erate, e.g., in this particular case, by storing the PID in a local

variable instead of repeatedly using the whereis built-in

operation. Moreover, vnet needs to avoid using operations

that race with each other or with events generated by the

test code itself.

3.2 Implementation
This section describes the most significant aspects of the

actual implementation of the vnet library. Using the library,

one can orchestrate a virtual cluster by starting and control-

ling virtual nodes, and spawning processes in the virtual

nodes that are allowed to interact with each other. Note that

the library does not control the entire Erlang node and there

are native processes that are not related to the model. This

category includes, for example, all processes in the supervi-

sion tree of the kernel application.
The functionalities provided by the vnet library are based

on three kinds of system processes: vnode, proxy, and connec-
tion. They interact to simulate the distributed behaviour of

Erlang, allowing users to have control over the whole virtual

cluster. In the rest of this section, we describe how these

processes work.

The vnode processes For each virtual node (vnode) in the

virtual network, there is one corresponding vnode process.
This process keeps track of the state of the vnode (whether it

is started or stopped) and coordinates the transition between

these states via a synchronous API. Its secondary role is to

serve as a group leader for processes running in the vnode.

The group leader of a process can then be used to determine

in which vnode the process is running in. As the group leader

is inherited by child processes upon spawning, it is an ideal

candidate to serve transparently as the vnode marker. This

mechanism is the same as the one used by Erlang/OTP to

keep track of processes belonging to the same application.

Vnode processes are used by vnet:rpc/4 to spawn a new

process in the vnode to execute the request. Both native pro-

cesses and processes running in vnodesmay use vnet:rpc/4.
This is the only mechanism provided by the vnet library for

bootstrapping the system and starting initial processes in

vnodes.

The proxy processes When using the vnet library, a pro-
cess a in vnode n1 that would like to interact with (send a

message to, link, or monitor) a process b in vnode n2, inter-
acts instead with a proxy process created by the vnet library

There are two reasons for this arrangement: the message

ordering guarantees Erlang provides in a distributed setup

and the handling of exit signals.

Proxy processes help to achieve the message ordering

guarantees of a real distributed Erlang system (described in

Section 2.1), because the extra hop introduced by sending

messages via proxy processes identify the process pairs, and

precisely targets inter-node messaging.

Regarding exit signals, observe that when the network

connection goes down between the nodes, remote processes

should be seen as terminated by the monitoring processes.

However, since the model is simulating just a network error,

the actual processes must not be terminated, so any native

monitors and links to the actual processes would not be

triggered. By placing monitors and links on a proxy process

instead, it is possible to only terminate the proxy, without

stopping the actual processes in the disconnected vnode.

Network connections can break independently between

pairs of nodes, implying that a proxy process shall be spe-

cific to a pair of vnodes. Hence, in our example process b
would need different proxies towards processes in vnodes n1
and n3: p<b ,n1→n2> and p<b ,n3→n2> respectively. Moreover,

for reasons that will become clear in the first paragraph of

Section 3.3, there is a separate proxy for each direction of

communication, i.e., the proxy for messages from process a
to b is different than the proxy for messages from b to a.
In our model, process a never sees the real PID of b and

always sees the PID of its proxy (p<b ,n1→n2>) instead. When-

ever a sends a message top<b ,n1→n2> , the proxywill forward

the message to the real b process. The proxy p<b ,n1→n2> will

also link to b, so linking to/monitoring the proxy is equiva-

lent to linking to/monitoring b itself.

Ensuring that processes of one vnode never see PIDs of

processes of other vnodes is challenging, when arbitrary data

can be exchanged between all processes via message passing.

However, since all inter-vnode messages in the vnet library

are going through proxy processes, it is the responsibility

of these proxies to scan the messages for PIDs and translate

them according to the following rules:

• Native processes’ PIDs (not belonging to a vnode) are

left intact.
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vnet

node/n1

a@n1

conn/n1-n2

a@n1/n2->n1/0

b@n2/n1->n2/0

node/n2

b@n2

1.monitor

2.call 3.proxied call

4.reply5.proxied reply

Figure 1. A gen_server call across vnodes using the distributed Erlang model. Dotted diamonds show the conceptual vnode

boundaries. White circles correspond to ‘user’ processes and black circles to system processes of vnet. Links are shown with

solid straight lines, monitors with curved dashed arrows (pointed at the monitored process), and messages with curved arrows.

• Real PIDs of processes running in a vnode (belonging

to the sender’s vnode) are replaced by their proxy’s

PID.

• Proxy processes’ PIDs are replaced by the real PID of

the proxied process, if the proxied process belongs to

the recipient’s vnode.

• Proxy processes’ PIDs are replaced by the pid of a dif-

ferent proxy, if the proxy belongs to a different vnode

than the recipient’s, as proxies are specific to a pair of

vnodes.

One more implementation detail worth mentioning is the

use of an ETS table as a PID-type cache. Translating PIDs in

proxy processes is a very common operation, which requires

identifying the type of the process by looking up its group

leader and process dictionary and (for non-proxy processes)

the process dictionary of the group leader as well. To reduce

the number of events Concuerror has to deal with, the result

of these PID-type lookups is cached in an ETS table.

The connection processes For each connection between a

pair of vnodes there is one corresponding connection process.

This process keeps track of the connection’s state (whether

it is up or down) and maintains the list of proxy processes

specific to this connection.

When a proxy process is translating PIDs in a message,

it queries the connection process for the proxy’s PID or

requests it to create a new proxy when one does not exist

yet. This way proxies are created on-demand, which helps

keeping the number of processes used for modelling the

network low.

Example Figure 1 shows the role of vnet’s system pro-

cesses in performing a gen_server call across vnodes. All
processes are labelled with their actual registered names.

Process a running in the n1 vnode execute a gen_server
call towards process b running in n2 vnode. Gen_server calls
start with monitoring the server, therefore a monitor will be

placed on the respective proxy process. A message is then

sent to the proxy, which forwards it to b in n2. When a reply

is sent back, the respective proxy process for a in n1 is used.
When used as a name registry for user processes, the vnet

module calculates a name using the name of the vnode as

a suffix. For example the gen_server process was started

with the name {via, vnet, {n2, b}}, and the vnet library
turned that into b@n2.

Names of proxy processes contain the name of the proxied

process and the name of the vnodes in the connection they

are specific to. They also have an integer suffix, which is the

number of times the connection has been lost before. For

example, bringing down the connection between n1 and n2
would kill the b@n2/n1->n2/0 proxy process; if the connec-

tion is later restored, a new proxy process will be created

for the same b@n2 process, named b@n2/n1->n2/1 to distin-

guish it from its predecessor.

The vnode and connection processes (named node/n1,
node/n2 and conn/n1-n2) are not directly involved in per-

forming the gen_server call. They are shown on the figure

because they act as the parents of the previously discussed

processes. These processes do have an active role in simulat-

ing connection or node failures however.

Finally, the top level process called vnet is a simple super-

visor for all vnode and connection processes, hence we do

not discuss it further.

3.3 Limitations
Proxied messages and monitors/signals The most sig-

nificant limitation in our model is visible already in Figure 1:

the reply message arrives to process a via a different proxy
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process than the proxy that is monitored by process a. This
means that if process b terminates after sending a reply there

is a race condition between the delivery of the reply and DOWN
messages. In other words, the vnet library cannot keep the

guarantee that DOWN messages and exit signals arrive strictly

after the last message that was sent by the dying process.

To guarantee correct ordering of reply and DOWNmessages

the reply message from process b to a should be sent via

the same proxy process, pb , that a used in place of b for

monitoring and message sending. There are two ways for

achieving this: either pb could serve as a proxy for b too

when it wants to interact with a, or b uses a different proxy,

pa , that is somehow aware of pb and forwards the response

to a via pb . These alternatives are illustrated in Figure 2.

a

pb

b

a

pb

pa
b

Figure 2. The two possible configurations for guaranteeing

correct ordering of DOWNmessages and exit signals. The path

of a message from a to b is shown with solid arrows, and the

path of a message from b to a with dashed arrows.

The first alternative cannot work, because in this scenario

the proxy may receive messages from both a and b. But
since the sender of Erlang messages is unknown, it would

not know to which direction shall it proxy the messages.

Information regarding senders could be added to messages

by using a special send operation, but then one would have

to consistently use such a special send operation, instead of

the native one.

In the second alternative, proxy processes need to deal

with two kind of messages: those routed to them via a differ-

ent proxy for delivery and ordinary messages from processes

in a vnode. The inter-proxy messages may come wrapped

into a recognizable envelope that could also contain the PID

of the final recipient. Ordinary messages would have to be

routed to a different proxy. However, not knowing the sender

of the ordinary message could still cause problems in this

step. For example, how would pa know that it received a

message from b, and therefore it needs to route the message

to pb? If the message could come from a third process (c) in
the same vnode as b, it would have to be routed to a different
proxy process (pc ) instead.

The only solution for this problem would be to make the

proxy processes dedicated to a pair of processes, not a pair of

vnodes. A proxy receiving an ordinary message could then

be sure which process this message came from. Unfortu-

nately, this solution also cannot work, as it would also mean

two processes in the same vnode would see the same remote

process through different proxies, and therefore through dif-

ferent PIDs. That would mean PIDs in messages sent within

the same vnode would need translating and therefore proxy-

ing too (as would PIDs stored e.g., in ETS tables, something

possible only by replacing the etsmodule with a customised

version performing the translation). Proxying between pro-

cesses in the same vnode is also not possible if we want to

use native process spawning, as spawn would also have to

be intercepted to return the PID of the proxy, not the real

process.

The conclusion is that guaranteeing the proper ordering of

DOWN messages and exit signals with regard to ordinary mes-

sages is not possible in our model based on proxy processes.

However, this should not be a show-stopper since there are

workarounds to overcome this problem. Processes that com-

municate with a remote peer should handle DOWN messages

or exit signals and discard any further messages sent by that

particular peer. Figure 3 demonstrates this pattern applied

to a gen_server.

handle_info({Pid, Msg},
%% Verify with pattern matching
%% that the message is coming from
%% our peer
S0 = #{pid := Pid}) ->

S1 = on_msg(Msg, S0),
{noreply, S1};

handle_info({'DOWN', Mon, process, Pid, Rsn},
S0 = #{pid := Pid, mon := Mon}) ->

S1 = on_down(Rsn, S0),
%% Erase the process (and monitor) from the
%% state; any late messages will be
%% discarded as a consequence
S2 = maps:without([pid, mon], S1),
{noreply, S2};

handle_info(_Msg, S) ->
%% Discard unexpected messages
{noreply, S}.

Figure 3. Code snippet for a gen_server discarding mes-

sages arriving from its remote peer after the DOWN message.

Another type of processes that is vulnerable to this race

condition is one-off workers that send their result back to

their parent immediately before terminating. A workaround

for this case is to use the exit signal for passing the result to

the parent. Figure 4 illustrates how to transform a one-off

remote worker pattern to prevent this race condition. The

library’s own vnet:rpc/4 primitive is implemented using

this pattern.

PID visibility The second important limitation is that the

vnet library relies on the assumption that processes in a
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unsafe_remote_worker(Node) ->
Parent = self(),
Fun = fun () ->

receive start -> ok end,
%% Delivery of the message races
%% with the delivery of the exit
%% signal
Parent ! {ok, do_work()}

end,
Pid = vnet:rpc(Node, erlang, spawn, [Fun]),
Mon = monitor(process, Pid),
Pid ! start,
receive
{ok, Result} ->
demonitor(Mon, [flush]),
{ok, Result};

{'DOWN', Mon, process, Pid, Reason} ->
{error, Reason}

end.

safe_remote_worker(Node) ->

Fun = fun () ->
receive start -> ok end,
%% Deliver the result via the
%% exit signal, without race
%% condition
exit({ok, do_work()})

end,
Pid = vnet:rpc(Node, erlang, spawn, [Fun]),
Mon = monitor(process, Pid),
Pid ! start,
receive

{'DOWN', Mon, process, Pid,
{ok, Result}} ->
{ok, Result};

{'DOWN', Mon, process, Pid, Reason} ->
{error, Reason}

end.

Figure 4. Unsafe and safe patterns for workers delivering the result of a computation to their parents before terminating.

vnode are not able to access the PID of processes in different

vnodes, just the PID of their proxies. The message transla-

tion done by proxies is meant to cover PIDs sent to a process

from remote processes, but messages are not the only way a

process may acquire a PID. However, by paying more atten-

tion to the following scenarios when using the library one

can ease the situation:

• Native processes can see the real PIDs of processes in

vnodes, and can also communicate with them without

going through a proxy. Therefore, native processes

shall never send a PID to a process in a vnode.

• Some built-in operations are ‘leaking’ information, e.g.,

it is possible for processes in a vnode to list all pro-

cesses in the Erlang node with erlang:processes/0
and arbitrarily communicate with any of them, even

though some would conceptually belong to different

vnodes.

• A PID may be hidden from the translation code if

converted into its string representation (from which it

can be restored with erlang:list_to_pid/1). PIDs
within variables of anonymous functions sent in the

message cannot be translated either.

Other limitations There are a few more incompatibili-

ties/limitations in the model, but they are less likely to sur-

face in tests, either because these limitations are rather intu-

itive, or because they are related to features rarely needed

in the kind of tests the vnet library is designed for.

To begin with, after disconnecting and reconnecting two

vnodes the visible PID of remote processes will change, since

a new proxy process will be started for them. This could

cause problems if a process keeps the remote PID and try to

keep sending messages to it after the reconnection.

Processes running in a vnode can interact with native

processes that are not aware of our model’s semantics, but

this may cause trouble. Starting an OTP application in a

vnode, for example, is not possible, as both the vnet library

and the application_controller process would like to

use the group leader of the application’s processes for their

own purposes. Instead, we suggest starting the top level

supervisor.

Last but not least, observe that in a real system there

are two distinct service layers controlling how a pair of

nodes get connected: the physical network and the Erlang

VM. For a pair of nodes to successfully connect, both layers

need to work properly. Our model’s vnet:[dis]connect/2
operations treat these as a single, unified layer.

4 Case Studies
In this section we describe two case studies for the vnet
library: the counter server and the KRED/KDB model. The

counter server’s purpose is to illustrate the main library

primitives and give basic examples of its use in modelling.

The KRED/KDBmodel is a case study from real-life, in which

we used the library to verify the new architecture we are

planning to introduce in KRED.We evaluate both case studies

in Section 5.

4.1 Case Study: Counter Server
The counter server is a simple distributed system model

that we built using the vnet library. The source code for all
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components is available in the library’s repository
1
. The

system consists of a counter server node and a number of

client nodes interacting with the server.

The counter server hosts a process that is a supervised,

locally registered gen_server, which maintains a counter in

an ETS table belonging to the supervisor. In this way, the

counter can survive the crash of the gen_server process. The

gen_server is implemented using the ‘let it crash’ philosophy,

with any unknown requests leading to abnormal termination.

The clients can send requests to increment the counter,

getting an integer number as a reply. Clients expect that

the values they get are unique and strictly monotonically

increasing. In our scenarios we have two different clients:

those that use the server’s API properly (i.e., send only in-

crement requests) and those that send invalid requests. Each

client is deployed to a separate node.

To run the distributed system within an Erlang node, the

name registry and the virtual network of the vnet library is

used. Names are registered via the vnetmodule. Observe that

this is the only difference required to migrate OTP compliant

processes to the vnet library: when providing the name of

the process {via, vnet, Name} should be given instead of

{local, Name}.
Figure 5 shows how to start a virtual network with one

vnode called server and then start the supervisor of the

counter server on the server vnode. The additional process

created by the call to erlang:spawn/3 is used to decouple

the linked supervisor from the RPC worker which will exit

abnormally (see Section 3.3).

{ok, _VnetSup} = vnet:start_link([server]),
RPC =

[counter_server_supervisor, start_link, []],
vnet:rpc(server, erlang, spawn, RPC),

Figure 5. Starting the counter server on the server vnode.

There are two ways to communicate with the counter

server running on the server vnode: either directly, using
distributed Erlang message passing, or by using RPC calls.

Both variants are shown in Figure 6.

vnet:rpc(server, counter_server, request,
[{via, vnet, ?SERVER}, increment]).

counter_server:request(
{via, vnet, {server, ?SERVER}}, increment).

Figure 6. Two variants for sending requests to the counter

server.

In Section 5.1.1 we present test scenarios for this system,

together with details about their execution with Concuerror.

1https://github.com/klarna/vnet

4.2 Case Study: KRED/KDB Model
The second case study is a model for a distributed database

system that matches the new architecture of KDB, the data-

base system used by KRED. The database should replicate

data on multiple Erlang nodes. The system should also main-

tain a ‘single source of truth’ by electing a leader node, using

an external write-ahead log service. We remind that the de-

scribed architecture is the result of a redesign effort and

can arguably be improved and simplified further, but this is

beyond the scope of this work. We are merely interested in

testing and proving correctness properties of this particular

system.

We first describe the behaviour of the external write-ahead

log service, followed by that of the Erlang database nodes.

4.2.1 External Write-Ahead Log Service
One of the main goals of the redesign was to replace the

custom-developed replication logic of the database with an

off-the-shelf solution. Apache Kafka [17] is a distributed

streaming platform, which can be used to reliably transfer

data between systems. Erlang’s message passing can also be

used for this purpose, but Kafka can additionally store the

stream of transferred data in an ordered, fault-tolerant, and

durable way, allowing easier recovery in case of a database

node failure. In order to test the design of the new system,

a model for the behaviour of Apache Kafka was therefore

needed. We modelled only the features needed for our sce-

narios.

An Apache Kafka cluster manages a number of topics, each
corresponding to a particular data stream. Other systems

can publish and subscribe to any number of these topics.

Each topic corresponds to a log of messages, stored in a (con-

figurable) number of partitions in the Kafka cluster. When

a new message is published to a topic, the cluster stores it

in one of the topic’s partitions and forwards it to all sub-

scribers of the topic. Order is preserved between messages

that end up in the same partition. Clients can also query

about the total number of messages in a topic and ask for a

particular message using the message’s offset. In our use case,
the database nodes use a single Kafka topic with a single

partition.

In our model, the Kafka cluster corresponds to a single

Erlang gen_server process. This process is not running inside

a vnode, as the Kafka cluster is an external service. Clients

publish a message to a topic by a call to the server, who

replies with the offset in which the message was stored.

After a client subscribes to a topic (also using a gen_server

call) they will receive messages from the server every time a

new message is published. Clients can also fetch particular

messages, or ask for the total number of messages in a topic.
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4.2.2 Erlang Database Nodes
The part of the system using the vnet library is the Erlang

database nodes. Here we briefly discuss how transaction

replication and leader election work, and highlight what

kind of scenarios we want to test.

The KRED cluster is a fully connected cluster of Erlang

nodes. Nodes are identical: each holds a local copy of the

database, and is connected to the Kafka cluster. Nodes can

join and leave the cluster dynamically. The cluster has two

states: stable and unstable state. Read-only transactions are

allowed in both states, but modifying transactions are al-

lowed only when the cluster is in the stable state.

The cluster is in a stable state when there is exactly one

leader node and zero or more follower nodes. The leader

node holds the truth and all transactions are committed

on that node. Transactions can be initiated on the follower

nodes as well, but then they will actually be executed on

the leader node, using an RPC. When a transaction arrives,

the leader first locks all data that are accessed and modified

by the transaction, preparing it to be committed. Follow-

ing that, it publishes the transaction to Kafka. Once this is

completed, the leader commits the transaction to its local

database, and then notifies the process that has requested

the transaction. Follower nodes are subscribed to Kafka, and

follow the leader’s messages to keep their database up-to-

date. The database of the follower nodes are always almost

up-to-date, it is naturally lagging behind but it is always

consistent, since transactions are imported atomically.

Follower nodes monitor the leader node and can therefore

notice when the leader is no longer accessible. When the

cluster has lost its leader node it transits into the unstable

state. The goal of the cluster is to leave this state, which

requires the election of a new leader. All follower nodes keep

reading messages from Kafka and once they have reached

the end of the topic, their local database is identical to the

lost leader thus they are qualified to enter the leader elec-

tion as candidates. KRED nodes behave greedily, nominating

themselves as leaders as soon as possible. Leader election

happens on the same Kafka topic where the transactions

are published. The algorithm relies on the causal ordering

guarantees of Kafka, which serialises the candidates racing

for the leader role. The algorithm uses a straightforward

‘first write wins’ strategy to decide the leader (i.e., the first

node that publishes their candidacy is elected). The leader is

announced on the topic as well. When a new leader has been

elected the rest of the cluster starts following the new leader.

When the followers have managed to connect and monitor

the new leader the cluster can leave the unstable state. Any

failure in this sequence of steps will make the nodes restart

the leader election.

It is also worth reminding that the leader may not really be

down, just isolated from the rest of cluster, hence followers

will consider it down. In this case, too, a new election will

begin and the leader needs to stop accepting transactions

and enter the election with the rest of the cluster. Observe

that if the cluster is in stable state, it is only the leader who

publishes messages to Kafka. Therefore, the leader can notice

that an election has begun if it maintains the last offset of

its last write and checks for gaps upon publishing.

The tests we executed for this model are described in

respective evaluation section (5.1.2).

5 Evaluation
In this section, we present an evaluation of our distributed Er-

lang model. Our question is whether the vnet library is pow-
erful enough to enable checking properties of a distributed

system. In other words, can we write interesting models

and scenarios using the library and are those models ex-

pressive enough to test meaningful properties. If so, then

our distributed Erlang model enables testing and verifying

distributed systems with tools developed for a single node

tests.

5.1 Scenarios and Properties
We start by showing the test scenarios we implemented using

our distributed Erlang model for both case studies. For the

counter server model, all scenarios are described in detail

and the code is available in the test directory of the vnet
library’s repository

2
. For the KRED/KDB model, we only

give high level descriptions of some scenarios and indicative

results, respecting Klarna’s intellectual property policies.

All described scenarios were given as inputs to Concuer-

ror
3
runs, on a MacBook Air laptop (13-inch, Early 2015, 1,6

GHz Intel Core i5, 8 GB 1600 MHz DDR3), with Erlang/OTP

20.3 built using the kerl tool
4
. All runs were verification

attempts, using the optimal DPOR algorithm, with further

optimizations for Erlang’s message-passing-related race con-

ditions [1, 5] (--dpor optimal, --use_receive_patterns
options), exploring all possible interleavings (no schedule

bounding [3]), continuing exploration after errorswere found

(--keep_going option), up to a threshold of 99999 total in-

terleavings (--interleaving_bound option).

5.1.1 Counter Server
Table 2 shows results for test scenarios for the counter server

system (Section 4.1). Each scenario has two variants: one

using distributed Erlang message passing directly (using

proxy processes and labelled as _proxy) and one using RPC

calls (labelled as _rpc). The names shown in the table cor-

respond to _scenario functions within the module called

counter_server_example.

One client sending two valid requests (twice_valid)
In this scenario we start the virtual network that consists

2https://github.com/klarna/vnet
3
Version used: https://github.com/parapluu/Concuerror/tree/3cc746

4https://github.com/kerl/kerl
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Table 2. Results from evaluating scenarios of the

counter server model using Concuerror. Tests marked

with an asterisk (*) reached our interleaving thresh-

old.

Name Errors Total Time (s)

twice_valid_proxy 0 10 4

invalid_proxy 0 4012 77

invalid_same_gen_proxy 136 4012 82

disconnect_proxy 0 1150 13

node_down_proxy * 664 99999 1300

twice_valid_rpc 0 26 4

invalid_rpc 0 3350 73

invalid_same_gen_rpc 312 3350 98

disconnect_rpc 0 453 8

node_down_rpc 0 54722 721

of two vnodes: the server and the client. The client sends

two requests to the counter server. The goal of the test is to

check that the client sees monotonically increasing values.

Two clients sending valid & invalid requests (invalid)
In this scenario we start the virtual network that consists of

three vnodes: the server, the good client and the bad client.

The good client sends two valid requests in parallel with

that the bad client sends an invalid request that crashes the

server. We check that if the good client receives valid replies

then the counter values are monotonically increasing.

We also tried a variant of this scenario (referred to as

invalid_same_gen) containing an additional, incorrect as-

sertion: the generation of the server is the same in both

requests. Clearly, if the server crashes and restarts between

the requests this property does not hold.

Vnodes are disconnected during the test (disconnect)
In this scenario the virtual network is started with a server

and a client vnode. The client will send two valid requests to

the server while the connection between the server and the

client is broken. Since Concuerror executes the test ensuring

that all possible schedulings are explored, we can be sure

that the scenario when the client is calling the server while

the connection is broken between the nodes is exercised. We

assert that the counter is increased monotonically and the

generation of the server remains the same.

Vnode crashes during the test (node_down) In this sce-

nario the virtual network is started with a server and a client

vnode. The client will send two valid requests to the server

while the server vnode is crashing. Here we expect that while

the client can send requests to the server all responses will

respect the constraint on the counter value and the server

generation does not change. Of course, there will be schedul-

ings when the client cannot complete two requests because

the server goes down earlier. Observe that the server will

not come back, so once it is down it will stay down.

The distributed message-passing scenario reaches the in-

terleaving threshold finding errors. Alas, as is often the case,

those errors were in the specification. Namely, when writ-

ing the specification of error replies we forgot to include

the case in which the sever dies during serving a valid re-

quest, which is clearly possible in this situation, if the vnode

goes down. Meanwhile, the RPC variant of this scenario

terminates without errors, as the badrpc error reason was

(correctly) specified as an expected one.

5.1.2 KRED/KDB Model
It is easy to see, from the description given in Section 4.2,

that several choices can be made when writing scenarios for

the KRED/KDB model, such as how many nodes there will

be in the cluster, when will each node be started and con-

nected to the rest, whether any transactions will be initiated

or not and on which node will they be initiated from, and

finally if and when any nodes will be killed or disconnected.

There exist also several correctness properties one can be

interested in, such as whether a leader node is always even-

tually elected, whether any nodes are crashing (expectedly

or unexpectedly), and whether transactions always reach an

acceptable final state.

We report indicative results from three test scenarios to

illustrate the capabilities of our model.

Scenario with a transaction The first scenario is a repli-

cation scenario.

We start two vnodes, start the database application on

both of them and begin executing a transaction on one of the

vnodes. If the vnode has not completed the leader election

process before the transaction is submitted, the transaction

will fail. We then wait for the system to reach a stable state

and check that the outcome is one of several valid ones: e.g.,

no vnodes crashed, and the transaction is either committed

everywhere or failed everywhere.

This scenario leads to 18672 schedulings, explored in ap-

proximately 7 minutes. The slower exploration rate com-

pared with the node_down_rpc scenario in Table 2 (45 versus
76 interleavings/s) is due to the increased number of events

in the scenario.

Restricted scenario with a transaction By constraining

a number of parameters in the previous scenario, we can

get a much smaller search space. Rather than starting every-

thing at the same time, we start a vnode, start the database

application, and at the same time start a transaction on the

same vnode. We then wait for the transaction to complete or

be discarded and then start a second vnode, start the data-

base application there too, and then wait for the system to

reach a stable state. As safety properties, we check at the

end of the execution that the final leader is always the first

vnode, no vnodes have crashed, there are no transactions at
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a pending state on any vnode, and the local database copies

of the vnodes are consistent with each other. As a reacha-

bility property, we check that the transaction is sometimes

successful.

This restricted scenario has only 172 possible schedulings,

explored in 7s.

Scenario with a node failure The last scenario is a fail-

over test, in which we check that the cluster is able to recover

when the leader is lost.

We start a vnode and start the database application on it,

then wait for leader election to be completed, then start a

second vnode and the database application on that vnode too

and wait for the vnode to join the cluster. We then stop the

first vnode and wait for the system to reach a stable state.

We then check that two leaders were elected during the

test, there is exactly one crashed vnode (the first vnode), and

the cluster has a leader in the end (the second vnode).

This scenario had 288 schedulings, explored in 9s.

5.2 Lessons Learnt
We observed that even though the vnet library supports

supervisors and gen_* OTP behaviours, they lead to state

space explosion in Concuerror. When a child of a supervisor

terminates, a number of signals, messages arrive to different

processes. These messages can race with each other in some

extent, hence the state space grows significantly. Our take

away from this observation is that when using the vnet li-
brary to build models that will be tested by Concuerror, the

number of OTP behaviours should be kept to the meaning-

ful minimum to have tests executable in a reasonable time.

This is the reason for the timeout reported in Table 2, but

further improvements in the vnet library and Concuerror

can mitigate this issue.

A more important lesson we learnt while working with

Concuerror is to not write scenarios that do ‘everything

at once’, as this can lead to impractically large number of

schedulings (e.g., compare the difference between the sce-

nario with a transaction and its restricted version). Once

we understood this and kept properties separated, we could

verify the correctness of our scenarios in reasonable time.

5.3 Overall Assessment
As Sections 5.1.1 and 5.1.2 show, we were able to use the

vnet library to model simple and more advanced distributed

systems. Virtual nodes can be started, stopped using a virtual

network where failures are easily injectable. The virtual

nodes impose a few restrictions in the code, however, they

do not restrict the user what to run on them, even supervisor

trees are assignable to a virtual node. Thus, complex models

can be built on top of the library.

We observed that our distributed Erlang model was pow-

erful enough to support all test cases to implement. It did not

constrain us, instead, it was an enabler to use Concuerror to

run cluster tests in a single Erlang VM. Combining Concuer-

ror with the vnet library gives a powerful verification tool

in the hand of the users. Safety properties, liveness proper-

ties are observable and testable. Since the model is runnable,

long-running, critical projects can be started using these

two tools as a basis. Once a model of the distributed system

has been developed and its properties have been tested, the

model can serve as a base for development in production.

6 Related Work
Testing distributed systems for errors caused by node and

connection failures is a topic of broader interest. Approaches

that do not require modelling (e.g., Jepsen [15]) have been

successful, but still require expert knowledge of the under-

lying systems [2]. Moreover, testing techniques can never

verify that a particular scenario will always behave correctly,

as they cannot systematically explore all possible behaviours
(they can at best offer probabilistic guarantees [8, 18]). In

this work we present an approach that is also suitable for

verification.

Concuerror has been previously shown to be useful for

using a test-driven development approach when working

on single-node Erlang applications [13]. There has also been

prior work on modelling a particular distributed system (a

CORFU cluster [7]) using Erlang processes, and then test-

ing and verifying it with Concuerror [4]. In this work, we

combine and build upon these experiences, by describing a

general model for distributed Erlang systems, that can be

used for testing and verification of distributed systems.

A formal model for the communication between Erlang

nodes has been described in a proposed formal specification

of Erlang [16]. From that work, our model reuses the idea of

a ‘node controller’, but separates its functionality in smaller

modules.

7 Conclusion
The work presented in this paper is just the beginning of our

journey, rolling out changes in production is awaiting for

us. Modelling enforced us to decouple concepts, focus only

on the relevant aspects. Using the distributed Erlang model

allowed us to verify early our distributed algorithm using a

tool capable of testing inside a single node. The tests we ran

increased confidence, showing that desirable properties of

the system hold.

In this paper we presented a broadly usable model of dis-

tributed Erlang system that is executable in a single VM.

We demonstrated the capabilities of the model using two

case studies. The authors believe that the model can be an

enabler for other projects as well, since it unlocks testing

options available only inside a single Erlang node. There-

fore, changes in the core part of large-scale industrial Erlang

applications can be rolled out with increased confidence.
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