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Abstract—Traffic anomalies and distributed attacks are com-
monplace in today’s networks. Single point detection is often
insufficient to determine the causes, patterns and prevalence of
such events. Most existing distributed intrusion detection sys-
tems (DIDS) rely on centralized fusion, or distributed fusion
with unscalable communication mechanisms. In this paper, we
propose to build a distributed IDS based on the emerging decen-
tralized location and routing infrastructure: distributed hash
table (DHT). We embed the intrusion symptoms into the DHT
dimensions so that alarms related to the same intrusion (thus
with similar symptoms) will be routed to the same sensor fu-
sion center (SFC) while evenly distributing unrelated alarms to
different SFCs. This is achieved through careful routing key
design based on: 1) analysis of essential characteristics of three
common types of intrusions: DoS attacks, port scanning and
virus/worm infection; and 2) distribution and stability analysis
of the popular port numbers and those of the popular source
IP subnets in scans. We further propose several schemes to dis-
tribute the alarms more evenly across the SFCs. Evaluation
based on one month of DShield firewall logs (600 million scan
records) collected from over 2200 worldwide providers show
that the resulting system, termed Cyber Disease DHT (CDDHT),
can effectively fuse related alarms while distributing unrelated
ones evenly among the SFCs.

I. INTRODUCTION

Traffic anomalies and attacks are commonplace in today’s
networks, and identifying them rapidly and accurately is crit-
ical for large network/service operators. It was estimated that
malicious code (viruses, worms and Trojan horses) caused
over $28 billion in economic losses in 2003, and will grow
to over $75 billion in economic losses by 2007 [1].

The current state of the art in intrusion detection research
is to use a combination of network-based intrusion detec-
tion systems (NIDS) and host-based intrusion detection sys-
tems (HIDS) to protect computer systems from compromise.
However, many of these systems still suffer from high false
positive and false negative rates due to the quick emergence
of new attacks and the limited view of the local IDS.

To this end, distributed IDS (DIDS) are purposed to lever-
age the diversity and strengths of existing third-party IDS
technology to a distributed architecture in order to make
global decisions about attacks observed in disjoint locations
throughout the world [2], [3], [4], [5], [6]. Each IDS gen-
erates the attack symptom report based on its local detec-
tion, and sends to a global decision center, termed as sen-
sor fusion centers (SFC). The SFC will correlate and ana-
lyze the prevalence, cause and patterns of the attack on a
global scale. However, existing DIDS rely on centralized fu-
sion techniques (e.g., the root of a hierarchical DIDS) or dis-
tributed fusion techniques with un-scalable communication
mechanisms for large groups (e.g, flooding to every SFC in
its group for publish/subscribe model).

The exponential growth in the number of anoma-
lies/attacks in the Internet demands the following features for

a scalable DIDS infrastructure: 1) efficient routing of alarms
related to different intrusion events to different SFCs with-
out consulting any central directory server or flooding mech-
anisms among peering points; 2) distributed queries support
over multiple SFCs to aggregate information at various lev-
els, e.g., IP address prefixes, port number ranges; 3) load
balancing; 4) robustness and fault-tolerance; and 5) attack
resiliency

To address these challenges, we propose to build a dis-
tributed IDS fusion system based on emerging distributed
hash table (DHT) technologies [7], [8], [9], [10]. DHT
provides decentralized routing and location infrastructure to
many applications, such as p2p file sharing [11], information
retrieval [12], content distribution networks [13], and even
streaming media [14]. To the best of our knowledge, we are
the first to apply DHT to route alarms for DIDS.

A recent DARPA research agenda calls for building a
Cyber Disease Control Center (CDCC) to defend against
worms [15]. Here we name our DHT-based distributed IDS
fusion system the Cyber Disease DHT (CDDHT), which em-
beds intrusion symptoms into the DHT dimensions so that
alarms related to the same intrusion (thus with similar symp-
toms) will be routed to the same SFC for a global view on
the prevalence, cause, and patterns of such attacks.

DHT provides some very nice properties for distributed
systems, such as fault-tolerance, robustness [7], [8], [9], [10],
and DoS attack resilience [16]. However, the following chal-
lenges remain for building the CDDHT system.

• How to design the routing key so that all related alarms
are fused to the same SFC, while reducing other irrele-
vant alarms?

• How to achieve load balancing among SFCs?
• How to support queries regarding intrusions?
• How to provide attack resilience when some set of

IDS(s) and/or SFC(s) are compromised?
This paper provides some preliminary solutions and an

evaluation to address the questions above. We make the fol-
lowing contributions.

• We design the routing key for three common types of
intrusions: DoS attacks, port scanning and virus/worm
propagation, based on their essential characteristics
(Section 4).

• With one-month of DShield firewall log data consisting
of over 600 million scan records from over 2200 world-
wide providers, we are among the first to study the pop-
ularity dynamics of top port numbers and top source IP
subnets of scans, and leverage it to design routing keys
with good load balancing characteristics (Section 5).

• We propose several other dynamic load balancing
schemes, such as load-aware node bootstrapping, node
migration, virtual nodes, IDS alarm rate limitation and
aggregation tree to distribute the alarms more evenly
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across the SFCs (Section 5).
We have built the CDDHT system on top of Chord [8],

and evaluate it by simulation with daily DShield firewall scan
logs as in Section 6. The results show that we can effectively
fuse the related alarms while distributing unrelated reports
evenly among the SFCs. Open questions on querying and
attack-resilience are also discussed.

Regarding other parts of the paper, we discuss the related
work in Section 2, give the CDDHT architecture in Section 3,
and finally conclude in Section 7.

II. RELATED WORK

The goal of DIDS systems is to send related intrusion
alerts to SFCs for analysis and to obtain a global view of
attacks seen on the monitored enterprise network or even the
whole Internet. One basic challenge is to route the correlated
alerts to the appropriate SFCs. Existing work on DIDS
alert routing can be classified into three categories: hierar-
chical [2], [3] , publish/subscribe [4], [5], [6] models, and
distributed passive query [17], [18].

In the hierarchical model, the IDS sensors form a hierar-
chical structure, where high-level sensors receive the alerts
from lower-level sensors. The early work of DIDS [2] used
the star topology to route alerts together, which is essentially
a two-level hierarchy. After that, there are several variants of
multi-level hierarchical DIDSs (e.g., [3]).

However, there are several intrinsic drawbacks about this
approach in terms of scalability and reliability. First, all the
alerts have to be fused at the root node, which can be easily
overloaded. Second, the failure of any non-leaf node will
isolate all the nodes in its subtree from the rest. To make
things worse, the higher-level the node, the more load it tends
to receive and thus the more likely to become heavily loaded
and crash.

DIDS based on the publish/subscribe model include In-
dra [4], COSSACK [5], and DOMINO [6]. Basically, users
sign on to different groups based on their interests, and then
they share the information within a group with application-
level multicast.

Though working well for small or moderate scale DIDS,
the publish/subscribe model suffers O(ni

2) communication
where ni is the number of nodes in group i, if every mem-
ber in the group is attacked, i.e., they would thus send alerts
to everyone else. Given todays global-scale attacks, a pub-
lish/subscribe group for an emerging attack may have hun-
dreds of thousands of subscribers or even more. In contrast,
in our scheme, each node only sends alert to one SFC. Af-
ter fusion, that SFC sends the fusion report to all the nodes
which have sent related alerts in the past. Thus, the total
communication is only 2 × ni. In Section 5-A, we design
several schemes for load balancing without incurring much
extra communication costs.

Recently, Netbait [18] is proposed as a P2P IDS system on
top of PIER [17], a DHT-based distributed rational database
which supports SQL-like queries. In Netbait, every node
maintains its local worm alarm database, and use the PIER-
supported distributed query to collect the desired information
from all other nodes. However, to understand the global-
scale attacks like viruses/worm propagation, Netbait has to
query every node, and suffers the scalability problem. In
contrast, our CDDHT system proactively fuse the alarms to
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Fig. 1. Architecture of the CDDHT system.

a small set of SFCs. Thus, for query over any attack, the
request only needs to be routed to a few SFCs.

III. CDDHT SYSTEM ARCHITECTURE

The architecture of the CDDHT system is shown in Fig-
ure 1. There are two types of nodes in the DIDS system:
multiple heterogeneous IDS sensors and SFCs. One strat-
egy for selecting an SFC is to choose a subset of IDSs, who
have more resources (e.g., more CPU and bandwidth) and
better security measures as the SFCs. Alternatively we can
use some dedicated hosts to be the SFCs. In the CDDHT sys-
tem, we use some pre-defined rules to recognize SFCs, e.g.,
we can use the first bit of the node ID, “1” for SFCs, and
“0” for normal IDSs. In the CDDHT, the number of IDSs
and especially router-based IDSs, which monitor a large IP
space, determines the overall coverage of the Internet used
for gleaming the presence of widespread attacks.

All DHT systems provide two basic interfaces: inser-
tion (put) and retrieval (get). The interface for inser-
tion, put(key,object), causes the DHT to route the
given object to the node with a node identifier closest to
the key. The interface for retrieval, object=get(key),
causes the DHT to obtain the object from the node with a
node identifier closest to the key.

In CDDHT, when an attack is launched, each IDS sensor
attempts to locally detect the attack. Upon detection, it gen-
erates a symptom report that will be forwarded to the appro-
priate SFC with the put(key,object) operation. Thus,
object is the attack symptom report, and key is the the
routing ID which is generated from the report, and determin-
istically maps to a node on the DHT. We term the key as
disease key. Similarly, for an attack with a prior disease key,
every IDS in the CDDHT can query its prevalence with the
get(key) operation. The node ID of an SFC is the con-
catenation of the SFC identifier (the first bit “1”) plus the
disease key, while the node ID of a normal IDS can be the
concatenation of the normal IDS identifier (the first bit “0”)
plus some random hash (e.g., SHA-1) of their IP addresses.

For instance, as shown in Figure 1, there is a attack de-
tected by two IDSs, and both send alarms to the same SFC.
The SFC will fuse alarms together to better characterize the
attack. Finally the SFC can send the result back to the IDSs
which have contributed to the detected attack scenario.

IV. DISEASE KEY DESIGN

As events are generated locally at each IDS node, the
attack symptoms must be reported and routed to one SFC
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Intrusion ID Characterization Field(s) Original 

Length 
DoS Attack 0 Victim IP (subnet) 34 bits 

0 (for vertical & 
block scan) 

Source IP address 35 bits 

Source IP (for horizontal scan) 

Scans 1 

1 (for horizontal & 
coordinated scan) 

Scan port 
number 0 (for coordinated scan) 

51 bits 

0 (for known virus/worm) Worm ID   19 bits Viruses/Worms 2 
1 (for unknown virus/worm) Destination port number 19 bits 

 
Fig. 2. Disease Key of CDDHT (left) and the visual representation for four types of scans (right)

which can then perform data fusion and inferences about
such an attack. In this section, we design the routing keys
to construct the CDDHT.

The challenge is: for a single intrusion, given the vast,
diverse symptoms perceived from many heterogeneous IDSs
around the world, how is the key effectively designed to fuse
these events to a single SFC? For instance, while a worm is
propagating, a router-based IDS may see much larger ranges
of source/destination IPs along with a higher scan rate than
that seen at a host-based IDS. For a distributed DoS attack,
the network IDS (NIDS) for a zombie subnet; the NIDS for
a victim subnet; and the NIDS for a third-party subnet have
completely different views of attack and response traffic at
either ingress, egress, or both.

Such key should also immune from attack pattern changes,
like the number of zombies, the speed of attacks, the scope of
attack, etc.. Furthermore, the design should strive to achieve
load balancing while ensuring aggregation of related symp-
toms. All of these properties must be accomplished through
key generation by each peer IDS in a decentralized and de-
terministic manner.

Given the requirements above, to ensure that related event
symptoms will be routed to the same SFCs, we only use the
intrinsic characteristics of each type of attacks, i.e., the infor-
mation that uniquely identifies related events, for the fields of
the routing ID. Extraneous identifiers that may have clarified
routing in some cases but confuse in others are thrown out.
Since worms, DoS and port scans are the largest percentage
of large scale attack on the Internet, we focus on these three
categories.

The choice of characterization fields is based on an exten-
sive survey of Internet intrusion literatures (see [19] for the
full list of literature). The format of the disease key is shown
in Figure 2. The first element of the routing ID is a two bit
identifier (which is extensible) differentiating the three major
types of intrusions we wish to better understand. We discuss
each as follows.

1) DoS attacks: Ideally, the disease key for DoS attacks
should properly distinguish and correlate millions of DoS
attack events, but DoS attacks are very hard to character-
ize [20]. There may be one or many attack agents sending at-
tack traffic, and these agents often have spoofed IP addresses,
or may even be servers sending legitimate responses (e.g.,
distributed reflection attacks [21]). Other than application-
specific DoS attacks (e.g., DNS request attack), DoS attacks
do not have a fixed port number or protocol.

Thus the only invariant for a DoS attack is the victim,
which is used in our design of the disease key. For appli-
cation or host based attacks, the victim IP address is used as
the key. For network attacks, which consume the bandwidth

of a target network subnet, the key is the subnet (longest pre-
fix) with all remaining bits set to 0. Note that the victim has
to be recognized by each IDS, and the ”victim” IP address
can be source or destination depending on the situation. Take
a TCP SYN flood attack for example. For the IDSs closest
to the attack agent or the victim machine, the victim is the
destination IP address. While for the third party IDSs which
receives “backscatter” traffic [22], the victim is the source IP
address. In this way, we can correlate the alerts from multiple
sources to track the zombies, even when their IP addresses
are spoofed.

2) Port scan: Scan is probably the most common and
versatile type of intrusion. Based on source/dest IP and the
port number involved in the scans, there are four well known
types of scans: horizontal scan, vertical scan, coordinated
scan, and block scan [23], [24] as designated in Figure 2.

Horizontal scans are the most common type of scan, and
scans ports on IP addresses in some range of interest. We
denote it as an identifier bit “1” and include the scan port
number. The port number is unique because it reflects the
vulnerability the virus/worm or attackers try to exploit. Un-
like DoS attacks, the attacker needs to use a real source IP
address, since she needs to see the result of the scan in or-
der to know what ports are actually open [24], [23]. Thus,
we use the source IP address as the last field of the scan dis-
ease key. We can find the amount of scans for each source
IP. Moreover, with range queries described in Section 5-C
we can aggregate some of the hirizontal scans to coordinated
scans, and get a more comprehensive view of attacks. In ad-
dition, we also can aggregate solely by port number, to get
the most popular scanning port.

Coordinated scans can be viewed as horizontal scans from
multiple sources [23]. We use the same disease key as the
horizontal scan except that the source IP address is set to
zero because of its intrinsic variance in a coordinated attack.

A vertical scan is a scan of some or all ports on a single
host, with the rationale that the attacker is interested in this
particular host, and wishes to characterize its active services
to find which exploits to attempt, or to find a suitable exploit
via her network of contacts and resources [24]. We represent
this scan with the identifier bit 0, and the source IP in the
disease key. We do not include the port set because such a
set is not stable and is hard to represent accurately within the
small space in the disease key.

The fourth type of scan, a block scan, is a combination
of horizontal and vertical scans over numerous services on
numerous hosts [24]. This scan can be regarded as a vertical
scan without a fixed destination. We use the same disease
key as with vertical scans.

More complicated scans than these four are possible in
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principal, but we have not seen much in practice, and for
now we leave them as subsets of these major classifications.

3) Viruses/worms: Nowadays, viruses and worms are
severe threats to the whole Internet [25], [26]. For ex-
isting ones, most IDSs use signature based approaches to
detect them. Since their names can be unique to distin-
guish them [27]. Here, we use an SHA-1 hash of the
names of viruses/worms as the disease key. Unknown
viruses/worms can be detected through scanning, or ap-
proaches like SDC [28]. But given any virus/worm, the in-
trusion (destination) port number is normally unique, and we
use that as the disease key.

These carefully chosen characteristics form the heteroge-
nous dimensions for the disease key. Thus the keys have
different length for different symptoms: viruses/worms may
only need 19 bits, while the keys for horizontal scans can
have up to 51 bits. For most DHT systems [8], [9], [10],
given an n-node DHT, in an even node distribution, the ef-
fective key length is log n. Then even a 106 node DHT can
only have 20-bit effective keys. We can increase the key
length by a constant to accommodate all keys, but the big-
ger the constant, the more virtual nodes one real DHT node
has to cover. To support the aggregate queries discussed in
Section 5-C, we cannot hash the key randomly to distribute
the load. A large key space can easily lead to unbalanced
load distribution. In following sections,we will address these
problems.

V. FEATURES OF CDDHT
In this section, we discuss load balancing, querying, and

attack resilience of CDDHT.

A. Load Balancing
Internet attacks are increasing in frequency, severity and

sophistication. When a global attack occurs, many IDSs will
detect it and send alerts, which may easily overload some
SFC(s). Furthermore, some characterization fields in the dis-
ease key have strongly uneven popularity distribution, like
port numbers 80 and 135 for scans. We use as much essen-
tial characteristics of attacks as possible for the disease key
to spread the alert loads among the SFCs. In addition, we
design the following techniques.

1) Proactive Balancing Scheme with Stable Hot Spots:
Since the number of SFCs is much less than the size of dis-
ease key space, for the characterization fields with hot spots,
we want to design the disease key so that each hot spot gets
at least one dedicated SFC because we have to somehow fuse
all related alerts to one SFC to obtain a global view. There
are more mechanisms to further alleviate the load of SFC as
we will describe later.

However, this scheme is only useful when hot spots are
stable. Since port scanning is the most common type of In-
ternet event alarm, we study the popularity distribution and
its stability of the characterization fields as an example.

While previous work suggests the popularity of scan port
number and source IP address follows heavy tail distribution,
i.e., a small number of entities are responsible for a large
number of scans [23], it remains unclear how stable these
hot spots are. To this end, we study the distribution stability
of the popular scanned ports, and those of top source IP sub-
nets, based on the stability of the scan record coverage from
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previous popular entities, e.g., how many scan records from
today are covered by the top 10 ports of 10 days before. Our
analysis is based on one-month (January 2004) of intrusion
logs from DShield [29] consisting of over 600 million scan
records from over 2200 providers around the world.

As shown in Figure 3, given a sufficient training time pe-
riod (one day in our example) the most popular ports will
cover a large percentage of scans in the future. For instance,
64 popular ports remain to cover 85% of the scan records for
up to three weeks. We further study the stability of the class
C (/24) subnets of source IP as shown in Figure 4. Unlike
port numbers, the popular source IP subnets of scans keep
changing. That is, there is no steady blacklist. See [19] for
more results and analysis.

Leveraging stable ports for load balancing depends on the
type of underlying DHT. In Chord, we use 7 bits for the port
number with 128 buckets. We map each of the 64 popular
ports into one unique bucket, and map the other ports ran-
domly into the remaining buckets. This effectively improves
the load balancing especially when the SFC nodes are rela-
tively few and thus sparse in the node ID space.

2) Node Migration and Virtual Node: Since each SFC s

is on the DHT routing paths to many other SFCs, it can con-
tinuously collect the load information of other SFCs (when
there is an alert sending through s) as well as the load of its
neighbors. If s notices some SFC overloaded, it can migrate
to that region for load sharing under the following condi-
tions: 1) the load of s has been below a certain threshold
for a certain period; 2) s can dump its load to its neighbors
without overloading them. S can leave, and then rejoin the
system using migration.

Alternatively, an SFC with low load can spawn a virtual
node on itself and have the virtual node join the CDDHT
through the “load-aware bootstraping” described below.

3) Load-aware Node Bootstraping: Load-aware-
bootstraping happens when we add an IDS node or any other
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node as an SFC. The new SFC first finds a bootstrap node b

in the CDDHT with approaches described in [7], [10], and
queries b for the SFC node with the heaviest load from the
locally maintained load table of b. It will then join and split
the load with the overloaded SFC.

4) IDS Alarm Rate Limiting: A router IDS may generate
many alarms for one specific attack. We can set some alarm
rates for the IDS so that it executes some temporal aggrega-
tion to combine several alarms within one time interval to a
single alarm.

5) Aggregation Tree: When a global-scale attack occurs,
the number of alerts sent to an SFC may be overwhelming
because all these alerts may have the same unique disease
key. To address this issue, the IDSs and SFCs on the routing
path can fuse the alerts locally before passing it on when it
observes a big burst of alerts to the same destination. This
will be only triggered by very large burst of alerts.

Actually, by using this technique, the alarms will follow
an aggregation tree towards the final destination SFC. Each
node in the tree has O(log n) neighbors, where n is the to-
tal number of nodes in the CDDHT system. Thus for any
IDS/SFC, the amount of alarms received per aggregation
time interval (e.g., 10 seconds) for each attack is bounded
by O(log n).

Next, we will discuss some open questions.

B. Attack Resilience
The DIDS systems themselves are very likely to be targets

of attacks. Here we introduce several mechanisms to make
the CDDHT system more resilient to attacks.

1) Authenticity of Alarms: To enforce the authenticity of
alarms, when each IDS joins the CDDHT, we will validate
its request by querying whois servers and checking the BGP
tables from multiple vantage points. The purpose is to check
whether the origin of the IDS is correct, and whether the
range of the IP addresses it covers is the same as it claims.
Furthermore, we may contact the administrator of that do-
main to further validate the authenticity of the request. With
such validation, when an IDS reports attacks, we can check
whether the involved IP addresses belong to the domain of
the IDS.

Moreover, when every node (including both SFC and IDS)
joins CDDHT, we will generate their public-private key pair
based on RSA [30] or DSA [31] algorithms. The trusted
certification authority (CA) of the CDDHT will generate the
certificate for the public key of each node. When an IDS d

sends a symptom report, it appends its digital signature and
its public key certificate to the symptom report. The receiver
SFC will check d’s public key with the CA, and then uses
it to verify the signature of the report. When a IDS/SFC
on the path needs to do aggregation when it receives bursty
alarms that need to be forwarded, it will sign such changes
and append its own public key certificate to the aggregated
report.

With such mechanisms, unless an IDS or SFC is compro-
mised, we can always detect the bogus alarms.

2) Dealing with Compromised Nodes: Sometimes an
IDS can be compromised by attackers. They can use these
nodes to send bogus symptom reports or make up aggre-
gated reports for the alarms routed through. To minimize
their influence to the overall CDDHT system, we evaluate

scan type Vertical Horizontal Block Coordinated
# of scans 3364 8486 22 25711

TABLE I
NUMBER OF SCANS AND THEIR TYPES IN THE ATTACKS

the severity of one global attack, not only by the total num-
ber of alarms, but also by the range of IP addresses influ-
enced by the attack, and the number of IDSs reporting that
attack. For aggregated reports, the SFC which is responsible
for the attack will randomly check some IDSs which have
attack reports aggregated. Each IDS/SFC will keep the orig-
inal alarm reports received (from which the aggregation re-
ports are generated) for certain period of time. Thus once
cheating is detected, we can trace back to find the compro-
mised node. Then we can update the routing table of all its
neighbors to remove it from CDDHT. This is much easier to
fix than that of the hierarchical based approach.

There is an more severe problem when a SFC is compro-
mised. we cannot query any attacks of which information
is collected by that SFC. But usually a SFC is much better
secured than a IDS. And in contrast to the hierarchical ap-
proaches, each SFC is only responsible for a small set of
attacks, the remaining CDDHT system still function well.

C. Querying on CDDHT
CDDHT can support two types of queries for the fusion

results: with a given disease key or aggregate queries. The
former is easy: simply calling get(disease key). The
latter can answer queries like ”show me all the horizontal and
coordinated scans with port number x”. This is particularly
useful to detect a complicated worm propagation where some
nodes perceive it as a horizontal scan while other nodes per-
ceive it as a coordinated scan. The query is issued to the SFC
which is responsible for the coordinated scan. That SFC will
serve as a collector, and query all other nodes in the “zone”
which have the same node ID as the collector except the last
few bits for source IP addresses. We also plan to leverage
“range queries” over DHT [32] for more complicated query
requests.

VI. EVALUATION

We implemented a preliminary CDDHT system based on
the Chord [8] simulator with hot scan port load balancing,
and simulated the scan alert fusion with DShield firewall
logs. The data only contain scan records, which arguably
represent the largest number of intrusions in the current In-
ternet. It is our future work to collect data on other attacks
for a more comprehensive evaluation of the system.

We have evaluated our work using daily DShield data, and
have found that the results from each day are similar. For
this reason, we will show the results for that of January 2nd,
2004. It contains over 25 million scan logs from nearly 1417
providers. These scan logs are classified into the events as in
Table I. See [19] for the details on simulation set up.

We then used these classified scan events to generate the
disease keys based on the design in Section 4. Each of the
disease keys is simulated to route on the Chord DHT [8] of
n nodes where n is the number of unique providers (IDS
nodes) in the DShield data. For simplicity, we assume any
DHT node (i.e., IDS node) can be an SFC.
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Fig. 5. Statistical Distribution of reports across the DHT nodes

The metrics to evaluate our work include the effectiveness
of fusion, and the variation of load among the SFCs. The ef-
fectiveness of fusion is the percentage of related alarms (de-
fined by the disease key) fused in the corresponding SFC.
Because Chord has deterministic routing, if given the same
disease key, it always routes to the same SFC node. There-
fore, we can get 100% effectiveness of fusion in our CDDHT
system. For each SFC, the load is denoted by the number of
symptom reports received. The load variation is measured in
terms of the coefficient of variation (CV)

CV (x) =
standard deviation(x)

mean(x)
(1)

and the maximum vs.mean ratio (MMR), as shown in Fig-
ure 5. The CV is a standard metric for measuring inequal-
ity of x, while the MMR checks if there is any single node
whose load is significantly higher than the average load.

The stability study in Section 5-A.1 suggests we can map
top 64 most popular ports to the first 6 bits of port evenly.
In practice, we found that it can significantly improve the
load balacing: it reduces the CV by more than 60%, and
reduce the MMR by about 40%, compared with using the
entire 16 bit port number, as shown in Figure 5. There are
still certain hot spots because some scan events are much
more popular than the rest, as indicated in the MMR ratio.
The aggregation tree will further solve the problem by fusing
the requests along the path and bound the load of SFCs to
O(log n). We will evaluate its effectiveness as part of our
future work.

Since the popular ports remain very stable, there is lit-
tle difference between training the hashing function with the
history or with the current dataset (like the oracle case). We
also tried training the hashing function with older datasets
(up to a month old), which gave similar results. See [19] for
more detailed results. It is our future work to evaluate other
load balancing techniques in Section 5-A.

VII. CONCLUSION

In this paper, we propose to build a distributed IDS based
on distributed hash table (DHT). We embed the intrusion
symptoms into the DHT dimensions so that alarms related
to the same intrusion will be routed to the same SFC with
good load balancing. In future work, we will focus on evalu-
ating the load balancing schemes we designed and the open
questions on querying and attack-resilience of CDDHT.
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