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Motivation

● Android takes a simple approach to permissions

– SEND_SMS allows unlimited usage of SMS

– no way to pick and choose which perms an app 
gets

– no way to revoke permissions after the fact



  

Example Apex Policies



  

Examples, cont.



  

Runtime policy enforcement

● Apex informs the user when it 
blocks an access



  

Runtime policy enforcement, cont.
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