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MoGvaGon	
  

•  Social	
  networks	
  are	
  regular	
  targets	
  for	
  abuse	
  
– 26%	
  of	
  URLs	
  on	
  Twi7er	
  lead	
  to	
  spam	
  
– 10%	
  of	
  URLs	
  on	
  Facebook	
  
	
  

•  Underground	
  economy	
  targeGng	
  social	
  
networks	
  remains	
  obscure	
  
– Account	
  behavior	
  
– Challenges	
  faced	
  by	
  spammers	
  

	
  



Our	
  Study	
  

•  We	
  examine	
  7	
  months	
  of	
  Twi7er	
  spam:	
  
– Accounts,	
  techniques	
  used	
  to	
  distribute	
  spam	
  
– Emerging	
  support	
  infrastructure	
  
– SophisGcaGon	
  of	
  campaigns	
  

•  Characterize	
  performance	
  of	
  exisGng	
  defenses	
  
– HosGle	
  environment	
  for	
  spammers	
  
– Low	
  barriers,	
  persistent	
  a7acks	
  



Outline	
  	
  

•  Dataset	
  
•  Accounts,	
  URLs,	
  Tools	
  
•  Spam	
  as	
  a	
  service	
  
•  Campaigns	
  



DATASET	
  



Sample	
  Size	
  
•  Daily	
  sample	
  from	
  Twi7er,	
  12M	
  tweets/day	
  

–  Limit	
  to	
  tweets	
  with	
  URLs	
  
–  Some	
  days	
  missing:	
  network	
  outages,	
  crashes	
  

1.8	
  billion	
  
32.8	
  million	
  

Tweets:	
  
Accounts:	
  



Sample	
  Rate	
  

•  FracGon	
  of	
  all	
  tweets	
  with	
  URLs:	
  



IdenGfying	
  Spam	
  

•  Which	
  of	
  1.8	
  billion	
  tweets	
  are	
  spam?	
  
•  Previous	
  approaches:	
  

– BlacklisGng	
  [Grier	
  et	
  al,	
  CCS	
  2010]	
  
– HeurisGcs	
  (bursty,	
  distributed)	
  [Gao	
  et	
  al.	
  IMC	
  2010]	
  
	
  

•  Our	
  approach:	
  
–  IdenGfy	
  accounts	
  suspended	
  by	
  Twi7er	
  
– Only	
  8%	
  of	
  their	
  URLs	
  appear	
  in	
  blacklists	
  



Suspended	
  Accounts	
  



Suspended.equals(Spam)?	
  

•  True	
  posiFves:	
  93%	
  of	
  suspended	
  accounts	
  
were	
  spammers	
  
– Remaining	
  7%	
  aggressive	
  markeGng,	
  following	
  
– None	
  were	
  false	
  posiGves	
  
	
  

•  False	
  negaFves:	
  6%	
  of	
  acGve	
  accounts	
  were	
  
uncaught	
  spammers	
  

	
  
TwiJer	
  catches	
  37%	
  of	
  spam	
  accounts	
  



Spam	
  Dataset	
  

1.1	
  million	
  

80	
  million	
  

37	
  million	
  

Spam	
  Accounts:	
  

Spam	
  Tweets:	
  

Spam	
  URLs:	
  



TOOLS	
  OF	
  THE	
  SPAM	
  TRADE	
  



Taxonomy	
  of	
  Social	
  Spam	
  

•  Three	
  components	
  
to	
  social	
  network	
  
spam:	
  
	
  

@Tobiasgrundesjo 
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Taxonomy	
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•  Social	
  graph	
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– MoneGzable	
  URLs	
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Accounts	
  

•  Of	
  1.1	
  million	
  spam	
  accounts,	
  median	
  stats:	
  

1	
  day	
  LifeFme:	
   From	
  first	
  sampled	
  tweet	
  to	
  
last	
  tweet	
  

2	
  Followers:	
   Users	
  receiving	
  a	
  spammers	
  
content	
  

13	
  Tweets:	
   Total	
  tweets	
  sent;	
  not	
  just	
  
those	
  sampled	
  



Tweets	
  

•  Two	
  strategies	
  
for	
  tweeGng:	
  
– Short-­‐lived,	
  
bursty	
  posGng	
  

– Long-­‐lived,	
  low	
  
daily	
  posGng	
  



Engagement	
  

•  Spam	
  accounts	
  forgo	
  social	
  graph	
  for	
  distribuGon	
  
–  89%	
  of	
  accounts	
  <	
  10	
  followers	
  

•  Unsolicited	
  @menGons:	
  52%	
  of	
  accounts	
  
•  #Hashtags,	
  trends:	
  17%	
  of	
  accounts	
  

•  AlternaGves:	
  
– Direct	
  messages	
  
–  Search	
  



Social	
  AcGvity	
  

Regular	
  TwiJer	
  User	
   Spam	
  Account	
  

Following	
   Following	
  



Spam	
  URLs	
  

•  Of	
  37	
  million	
  URLs,	
  two	
  strategies:	
  

40%	
  

89%	
  

60%	
  

11%	
  

FracGon	
  of	
  Tweets	
  

FracGon	
  of	
  URLs	
  

Unique	
   Duplicate	
  



URLs	
  –	
  Shorteners	
  

•  60%	
  of	
  spam	
  tweets	
  contain	
  shortened	
  URLs	
  
– Over	
  317	
  shorteners	
  

Shortening	
  Service	
   FracFon	
  of	
  Tweets	
  

Bit.ly	
   35%	
  

Tinyurl.com	
   7%	
  

Is.gd	
   2%	
  

Goo.gl	
   2%	
  

Ow.ly	
   2%	
  



SPAM	
  AS	
  A	
  SERVICE	
  



Centralized	
  DistribuGon	
  

Spammer	
  

Spam	
  Content	
   TwiJer	
  Account	
  



Spam-­‐as-­‐a-­‐Service	
  

Content	
  Controller	
   Account	
  Controller	
  



Spam-­‐as-­‐a-­‐Service	
  

Affiliate	
  Service	
  

Content	
  Controller	
   Account	
  Controller	
  

$$	
  
Job	
  A

ccept
ed	
  



Affiliate	
  Programs	
  

•  Examples:	
  
– Clickbank.com	
  –	
  affiliate	
  paid	
  per	
  click	
  
– Amazon.com	
  –	
  affiliate	
  paid	
  per	
  purchase	
  

•  IdenGfy	
  mapping	
  between	
  affiliates,	
  Twi7er	
  
accounts	
  



Affiliate	
  Programs	
  

•  Clickbank	
  affiliate	
  
– Median:	
  565	
  tweets	
  
– Max:	
  217,686	
  tweets	
  

Program	
   Tweets	
   TwiJer	
  
Accounts	
  

Affiliates	
  

Clickbank.com	
   3	
  million	
   16,309	
   203	
  
Amazon.com	
   1	
  million	
   8,129	
   919	
  

•  Amazon	
  affiliate	
  
– Median:	
  2	
  tweets	
  
– Max:	
  324,613	
  tweets	
  



AlternaGve	
  Services	
  

•  Account	
  sellers,	
  controllers	
  
– Ex:	
  spn.tw,	
  AsseGze	
  
– Mediate	
  access	
  to	
  accounts	
  
– 200,000	
  tweets,	
  1600	
  accounts	
  

•  Ad-­‐based	
  URL	
  shorteners	
  
– Ex:	
  vur.me,	
  eca.sh	
  
– Embed	
  shortened	
  URL	
  in	
  iFrame,	
  surround	
  by	
  ads	
  
– 360,000	
  tweets,	
  400	
  accounts	
  



SPAM	
  CAMPAIGNS	
  



All	
  Together	
  Now	
  –	
  Campaigns	
  

•  Cluster	
  accounts,	
  tweets	
  into	
  campaigns	
  
– Automated	
  heurisGcs	
  
– Manual	
  validaGon	
  

•  IdenGfy	
  5	
  of	
  the	
  largest	
  Twi7er	
  spam	
  
campaigns	
  
– 145,000	
  accounts	
  (13%	
  of	
  dataset)	
  
– 18	
  million	
  tweets	
  (22%	
  of	
  dataset)	
  



Campaign:	
  Amazon	
  Abuse	
  

DuraFon:	
  
1	
  month	
  

Accounts:	
  
848	
  

Tweets:	
  
129,600	
  

Engagement:	
  
MenGons	
  



Campaign:	
  Clickbank	
  Abuse	
  

DuraFon:	
  
7	
  months	
  

Accounts:	
  
16,000	
  

Tweets:	
  
3	
  million	
  

Engagement:	
  
MenGons,	
  
hashtags	
  



Campaign:	
  Pharmacy	
  

DuraFon:	
  
1	
  day	
  

Accounts:	
  
2,200	
  

Tweets:	
  
130,000	
  

Engagement:	
  
Trend	
  
hijacking	
  



Conclusion	
  

•  Variety	
  of	
  spam	
  strategies	
  
•  Fledgling	
  spam-­‐as-­‐a-­‐service	
  market	
  

– Affiliate	
  programs	
  
– Account	
  providers	
  

•  Complex	
  spam	
  campaigns	
  
– Low	
  barrier	
  to	
  creaGng	
  accounts	
  
– Weak	
  defenses,	
  slow	
  response	
  

SoluFons	
  must	
  target	
  both	
  social	
  networks	
  
and	
  the	
  support	
  infrastructure	
  


