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Hybrid App Frameworks
http://html5please.com/



What are hybrid apps?
● Combine features of Web and “native” apps
● Portable & platform-independent

○ implemented in languages like HTML & Javascript
● Access to local device resources

○ Storage
○ Camera
○ Geolocation
○ Contacts





PhoneGap
● Used by 400,000 devs
● Latest versions allow 

whitelists
● Acquired by Adobe in 

2011



MoSync
● Implements PhoneGap’

s Javascript API
● Does not provide any 

whitelist capabilites



Web Marmalade
● Android and iOS
● Used by 50,000+ devs
● No whitelist attribute



appMobi.
● Free framework 

acquired by Intel
● Implements PhoneGap 

Javascript API
● whitelist provided 

through Javascript call



Blackberry WebWorks
● Provides same functions 

as other frameworks 
strictly for Blackberry 
platforms

● Fine-grained, domain-
specific access control 





Security Models
● Web Security

○ Same Origin Policy (SOP)
■ defined by protocol, domain & port

○ SOP is enforced by all embedded browsers
○ iFrame Ad example



Security Models
● Local Security

○ OS takes care of security
○ Android & Windows use static permissions
○ Blackberry allows users to allow subset of requested 

permissions
○ iOS uses dynamic run-time access control

■ fewer permissions than than Android



Security Models
● Hybrid Security

○ Need to make sure that untrusted web content can’t 
access local resources 

○ NoBridge
○ NoLoad

■ Conflicts with free-app business model



Bridges



Web-to-local bridges
● Used to access local device resources
● Local code exposed to Javascript running in embedded 

browsers
○ Android - ‘addJavascriptInterface’
○ MacOS - ‘windowScriptObject’

● Insecure to malicious Javascript
● Local code can also override event handlers in 

browsers



Local-to-web bridges
● Used by local half to return data to Javascript libary on 

web half
● Local code triggers events notifying Javascript that data 

is ready to be retrieved
● “Frame Confusion”



Fracking



What is Fracking?

“Any attack that allows malicious foreign-origin 
Javascript to ‘drill’ through the defense layers 

and gain unauthorized access to device 
resources.”



Fracking
● Hybrid frameworks rely on 4 defense layers:

○ SOP
○ Bridges
○ Origin checks
○ Access Control



Fracking - Types of Attacks

● Chosen-bridge attacks
● Interface-bridge exploits
● Event-bridge exploits
● URL-bridge exploits



Existing Defenses



NoLoad
● Any data from non-whitelisted origins is not 

loaded
● 2 error types:

○ incorrect URL interception
○ incorrect URL matching



NoLoad - Android
● Before v2.6, PhoneGap had no defense against 

unauthorized content
● Flawed implementation after

○ stricter than SOP
● URL matching exploit

○ Regex only looked at beginning of string
● HTTPS/HTTP ignored
● iOS shared the same vulnerabilites



NoLoad
● Any data from non-whitelisted origins is not loaded
● 2 error types:

○ incorrect URL interception
○ incorrect URL matching

● Doesn’t account for content only known at runtime
● Incompatible with free apps

○ Get money or get fracked



NoBridge
● Foreign content can load but only whitelisted 

domains can access the bridge.
● Relies on local half to correctly determine 

origin
○ unsupported by many embedded browsers

● Our NoFRAK attempts to solve this issue



NoFRAK



NoFRAK
● Enforces NoBridge property
● Key idea is web access to bridges need to 

authentication by unforgeable capability 
tokens

●



NoFRAK - Design



NoFrak - Evaluation



Unauthorized Origin 
Crossing on Mobile 

Platforms



The Problem
● Unlike browsers, mobile OSes don’t have mechanism to 

control cross-origin communications
○ app to app
○ app to web

● Leaves sensitive data open to maleficence



Mobile Channels
● Intent

○ Android-specific
○ app to app

● Scheme
○ e.g.youtube://play?id=…
○ app to app, web to app

● Web-accessing utility classes
○ WebView, HttpClient, etc.





Solution?
● Mobile Origin-Based Security (Morbs)

○ labels messages with origin information
○ exposes origin info to developers
○ mediates message passing based on origins



Morbs - Implementation



Morbs - Evaluation



Morbs - Evaluation



Thank You. 
Questions?


