MSIT 458 

Homework 5
Group Name: 

1. Suppose that you have a Web server for your e-Business website, how to differentiate a SYN flooding attack and a flash crowds event (i.e., when your company is features in New York Times, your website will receive lots of hits)?   For both cases, there is a large amount of TCP SYN packets towards the web server.  More specifically, please describe how to detect them at your router/gateway.
2. KPS 25-8
3. Study the Cross Site Request Forgery (XSRF) yourself.  What are the main differences between Cross Site Scripting (XSS) and XSRF?

4. For those who have high vulnerabilities found in their homework 3, please fix as much as you can, and send me another nessus scan report with updated results. In your report, please give a list of original high vulnerabilities and be specific on which one(s) you have fixed. 
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