MSIT 458 

Homework 4
Group Name: 

1. In this problem, we compare the SYN flooding attacks with brute force flooding attacks for congestions.  You will need to do the following

1) Look up for the default (or reasonable) number of simultaneous connections for a single Web server.

2) Compute the bandwidth consumption for SYN flooding attacks and compare that with a typical bandwith connection for a Web server, e.g., 10Gbps.

3) Even when an attacker can send 10Gbps attack traffic, give a scenario that the brute force attack will fail but SYN flooding attack still works.
2. KPS 25-8
3. What is the key difference between XSS and CSRF as we learned in the class?  Please suggest a defense mechanisms for CSRF and briefly justify.
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