
MSIT 458 

Homework 2
Group Name: 

1. Consider the KDC and CA servers. Suppose a KDC goes down.  What is the impact on the ability of parties to communicate securely; that is, who can and cannot communicate?  Justify your answer.  Suppose now a CA goes down. What is the impact of this failure? 
2. Practice Nessus

Install nessus as discussed in class.  Then use nessus to scan your home network (or other network appropriate) and report the vulnerabilities discovered.   You can use the standard policy defined in Nessus 4.2 or modify the policies are you like.   Everyone should try this and may get different output from their own machines. So I expect this group exercises will have reports from every one (i.e., 4 to 5 reports depending on the size of the group).   
There are two parts for the submission:
1. Please include a cover page with the group name.   Then for each member, the amount of vulnerabilities found in three categories: high, medium and low.  Here is an example. 

John Smith 
Number of vulnerabilities 
Open ports : 21 
High : 0 
Medium : 4 
Low : 44

2. For each member, you should have a summary page from the Nessus scan results which show the list of vulnerabilities found.  Please submit that page as a pdf or html file. You don't need to output the detailed report from Nessus.    
Please concatenate all the results into one file for submission if possible.
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