MSIT 458 Homework 5
Group name:
Notes:

1. To be done by each group.



2. Please do not give a simple yes/no as results to some of the questions.  Briefly explain why and how you obtain that result.

1. Please give the major classifications for existing IDS/IPS systems. 
Based on different feature selection and modeling approaches, it can be classified as ____________________ and ______________________.    What is the major advantage and disadvantage for each of the two approaches (just list the most important one advantage and the most important one disadvantage for each)?

2.  Now suppose a new worm break out. The feature of the worm is:

1)   It targets the TCP 8008 or UDP port 4004

2)    It contains the signature “03 0E FE CC A0” follow by “PASS : RECV” within the 20 bytes of the first one.
3)  The worm is coming from outside of our network (129.105.100.0/24).
A. Add rules for snort to detect this worm.  Do not alert if some machines inside our network to send the worm like traffic out. Write rules for this worm, to alert the network administrator with message “Worm Ditty!”
3. In this question, we explore some applications and limitations of a network and host based IDS/IPS.  For each of the question, briefly explain 1) can network based IDS/IPS detect such attacks and how? and 2) if not, what about host-based IDS/IPS? 

a. An unknown malware infection to a host
b. Botnet scans
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